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This project is modified from the BitcoinDatabaseGenerator project
(https://github.com/ladimolnar/BitcoinDatabaseGenerator). This project can help you to generate a
database of Litecoin Blockchain on MS SQL 2014 Full Paid version.

To parse all the blocks of Litecoin, this project replaces the package BitcoinBlockchain.1.2.5.0
with BitcoinBlockchain project (https://github.com/ladimolnar/BitcoinBlockchain). With this
operation, this project is able to rewrite the functions of parsing blocks. | refer this
https://github.com/ladimolnar/BitcoinBlockchain/pull/2 to modify the parsing blocks supporting
the SegWit transactions in my project.

To adapt this project to the Litecoin, | change the first block id from D9B4BEF9 to DBB6COFB.
To do the data mining, | add the InputScript as a new column in the Transactioninput table. Also, |
modify the program to obtain the InputScript of each block and add corresponding operation to
operate on the database. Thus, the new column of InputScript in transactioninput table can be
established successfully.

By analyzing the InputScript, a table of random can be created. Then the reused random can be
extracted from the table of random. These two new tables can be created by the SQL script
(https://github.com/JasonPap/Reused-Bitcoin-Numbers/blob/master/SQL/RandomsToTables.sgl )
with small modification.



https://github.com/ladimolnar/BitcoinDatabaseGenerator
https://github.com/ladimolnar/BitcoinBlockchain
https://github.com/ladimolnar/BitcoinBlockchain/pull/2
https://github.com/JasonPap/Reused-Bitcoin-Numbers/blob/master/SQL/RandomsToTables.sql
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PART 1. Prerequisites

1.

2.
3.

Download the Litecoin core wallet.
https://download.litecoin.org/litecoin-0.15.1/win/litecoin-0.15.1-win64-setup.exe

Backup the .dat files,

“X:\active_live_blockchain\satoshi120”

Install the 2014 Microsoft SQL Server Full Paid Enterprise edition.
Install the 2017 Visual Studio Community Edition.


https://download.litecoin.org/litecoin-0.15.1/win/litecoin-0.15.1-win64-setup.exe

PART 2. Run this program
1. Inwindows “cmd”, Run:

d:\Litecoin\Sources\BitcoinDatabaseGenerator\bin\Debug>BitcoinDatabaseGenerator.

exe /BlockchainPath F:\Litecoin\active_live_blockchain\satoshi\blocks /SqlServer
Name LENOUO-PC /SglDbMame Litecoin2

D:\Litecoin\Sources\BitcoinDatabaseGenerator\bin\Debug, this route has the program
BitcoinDatabaseGenerator.exe and other required .dll files.
/BlockchainPath is followed by the location of all .dat file of Litecoin blocks
/SqlServerName is followed by the name of your Sql Server
/SqIDbName is followed by the name of your database; here | create a database named
Litecoin2

2. If your .dat files are transferred into database successfully.

You will get following information (Here my blockchain is updated to rev00090.dat):

BitcoinDatabaseGenerator 1.9 [DEBUG]
Active threads: 4

“Litecoin2" was created.
schema wWwas setup.
indexes were disabled.

blkO0BOO.dat. Transferring completed i . seconds.
blkO0BO1 .dat. Transferring completed i . seconds.
blk00BO2 . .dat. Transferring completed i . seconds.
blk00BO3.dat. Transferring completed i . seconds.
blkO0BOY4 . dat. Transferring completed i . seconds.
blkOOBOS.dat. Transferring completed i . seconds.
blkOBBEE .dat. Transferring completed i . seconds.
blkOBBOT.dat. Transferring completed i . seconds.
blkOOBO8 . dat. Transferring completed 1 . seconds.
blkOEBEY.dat. Transferring completed 1 . seconds.
blk0OB10.dat. Transferring completed 1 . seconds.
blk0O011.dat. Transferring completed 1 . seconds.
blk@BB12.dat. Transferring completed i . seconds.
blk@BB13.dat. Transferring completed i . seconds.
blk@BO1Y4.dat. Transferring completed i . seconds.
blk@BB15.dat. Transferring completed i . seconds.
blko0B16.dat. Transferring completed i . seconds.
blk00B17.dat. Transferring completed i . seconds.
blkO0B18.dat. Transferring completed i . seconds.
blk00B19.dat. Transferring completed i . seconds.
blk00B20.dat. Transferring completed i . seconds.
blk00B21 .dat. Transferring completed i . seconds.
blk0BB22 dat. Transferring completed i . seconds.
blk0BB23.dat. Transferring completed i . seconds.
blkooB2Y . . Transferring completed i . seconds.
blkBBEB25. . Transferring completed 1 . seconds.
blkooo26e.dat. Transferring completed 1 . seconds.
blk0oOB27.dat. Transferring completed 1 . seconds.
blk@B028.dat. Transferring completed i . seconds.
blk@B029.dat. Transferring completed i . seconds.
blk@BO30.dat. Transferring completed i . seconds.
blk@B031.dat. Transferring completed i . seconds.
blk00O32.dat. Transferring completed i . seconds.
blk00033.dat. Transferring completed i . seconds.
blk00O34 . .dat. Transferring completed i . seconds.
blk00B3S.dat. Transferring completed i . seconds.
blk00B36.dat. Transferring completed i . seconds.
blkO0B3T.dat. Transferring completed i . seconds.
blk00B38.dat. Transferring completed i . seconds.
blk0BB39.dat. Transferring completed i . seconds.
blkOOB40 . dat. Transferring completed i . seconds.
blkBBOBY1 . . Transferring completed 1 . seconds.
blkoBOBY4Z. . Transferring completed 1 . seconds.
blk0OB43.dat. Transferring i . seconds.




: blkooO4Y4 . dat. Transferring data completed in 39.793 seconds.
: blke00OY5.dat. Transferring data completed in 38.851 seconds.
: blkBOOYE .dat. Transferring data completed in 38.032 seconds.
: blkeoo4T.dat. Transferring data completed in 38.239 seconds.
: blkoO048.dat. Transferring data completed in 41.026 seconds.
: blkeoo49.dat. Transferring data completed in 41.429 seconds.
: blkoOO50.dat. Transferring data completed in 38.132 seconds.
: blkBBO51.dat. Transferring data completed in 39.112 seconds.
: blkB0052.dat. Transferring data completed in 39.987 seconds.
: blkBOO53.dat. Transferring data completed in 41.006 seconds.
: blkoo054.dat. Transferring data completed in 41.377 seconds.
: blkBOOS55.dat. Transferring data completed in 39.841 seconds.
: blk0e056.dat. Transferring data completed in 40.180 seconds.
: blkBOOS5T.dat. Transferring data completed in 40.628 seconds.
: blkee058.dat. Transferring data completed in 40.858 seconds.
: blk00059.dat. Transferring data completed in 39.152 seconds.
: blkBOOEE.dat. Transferring data completed in 42.109 seconds.
: blke0061.dat. Transferring data completed in 40.730 seconds.
: blkBOO62.dat. Transferring data completed in 40.675 seconds.
: blkeo063.dat. Transferring data completed in 42.436 seconds.
: blkoOoO6Y.dat. Transferring data completed in 41.712 seconds.
: blkee065.dat. Transferring data completed in 39.232 seconds.
: blkoO0O66.dat. Transferring data completed in 39.688 seconds.
: blkBOO6T.dat. Transferring data completed in 41.272 seconds.
: blkB0068.dat. Transferring data completed in 38.779 seconds.
: blkBOO6Y.dat. Transferring data completed in 38.929 seconds.
: blkeeBdT0.dat. Transferring data completed in 39.834 seconds.
: blkBOOT71.dat. Transferring data completed in 40.873 seconds.
: blkeed72.dat. Transferring data completed in 42.075 seconds.
: blkBOOT3.dat. Transferring data completed in 40.650 seconds.
: blkee@T4.dat. Transferring data completed in 39.660 seconds.
: blkB0OT5.dat. Transferring data completed in 39.477 seconds.
: blkBOOTE.dat. Transferring data completed in 37.580 seconds.
: blke0OTT.dat. Transferring data completed in 36.509 seconds.
: blkBOOT78.dat. Transferring data completed in 38.117 seconds.
: blke00T79.dat. Transferring data completed in 37.846 seconds.
: blkoo080.dat. Transferring data completed in 38.122 seconds.
: blkee081.dat. Transferring data completed in 39.741 seconds.
: blko0082.dat. Transferring data completed in 39.566 seconds.
: blkBOO83.dat. Transferring data completed in 38.977 seconds.
: blkoo08Y4.dat. Transferring data completed in 38.834 seconds.
: blkpOO85.dat. Transferring data completed in 38.049 seconds.
: blkoo0o86.dat. Transferring data completed in 38.724 seconds.
: blkBOO8T.dat. Transferring data completed in 36.575 seconds.
: blkeo088.dat. Transferring data completed in 37.693 seconds.
: blko0089.dat. Transferring data completed in 38.790 seconds.
: blkBO0O9O.dat. Transferring data completed in 32.433 seconds.

indexes were rebuilt successfully in 3699.472 seconds.
blocks were found. The search took 61.157 seconds.

direct : source outputs (this may take
direct : source outputs (this may take
direct : source outputs (this may take
direct : source outputs (this may take
direct : source outputs (this may take
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direct : source outputs (this may take
direct : source outputs (this may take
direct : source outputs (this may take a long time)...
direct : source outputs (this may take a long time)...
direct : source outputs (this may take a long time)...
direct : source outputs completed in 13170.109 seconds.
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Shrinking database files completed in 56.427 seconds.
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Processing summary:

Block files: 91

Blocks: ,377,833
Transactions: ,029,218
Transaction Inputs: ., 397,214
Transaction Outputs: ,071,819

Pre transfer time: .358 seconds
Blockchain transfer time: 3683.224 seconds
Post transfer time: 16987.171 seconds

Total time: 20671.753 seconds

On average a blockchain file was transferred in 40.475 seconds.

MDatabase information:

Block Files: 91

Blocks: ,377,833
Transactions: 029,218
Transaction Inputs: ., 397,214
Transaction Outputs: .871,819




PART 3.

Analyze the generated database

1. To create the table of random and table of bad random, | use the SQL script
(https://github.com/JasonPap/Reused-Bitcoin-Numbers/blob/master/SQL/RandomsToTables.s

al ). I made small modification on this script to be suitable for my generated database.

2. Then the new database is shown as below:

=

Litecoin2

+ [ Database Diagrams
-1 Tables

H FH FEHEE

+ [ System Tables

[ FileTables

= dbo.BadRandoms

= dbo.BitcoinTransaction
= dbo.Block

= dbo.BlockchainFile

= dbo.BtcDbSettings

= dbo.Randoms

= dbo.Transactionlnput
= dbo.TransactionlnputSource
+ 8 dbo.TransactionOutput

T

T OEEEEEEE

03 Views

[J Synonyms

3 Programmability
3 Service Broker
[J Storage

3 Security

There are two columns in the dbo.Randoms:
Tansactionlnputld and Random
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sults |3 Messazes
Transactlionlnp... FRandom

%l?ZﬁBOlT %OxOOBOOOI75228D6DA086300D66F3521D01554T4F195308..
26965330 0x00300014342CD9E03EAGFF484ATESTCEDFC26450708F 0T, .
37483948 Ox0030001ACZESDSEDESGoDEF 72172346441 TDFELCAZE4S. |
14897997 Ox00B000ZFEESOERB4F AESBAAESFDDE4263EFDEAE4ESASTES. |
26518488 Ox00B00031E6EFZ219F1C483FEZ114F026D4387884ADDFSDO0. |
9497840 Ox00B00032481 364ECEEADSCESDE4SESC4151E553FAZA3E. |
38855518 Ox00B00033205020190AB4F A4 SFFESD3SDF FEATELFCLASOL. . .
17951446 0x00300036E37CC3DESDESD3381ED2ESCOBT2431AD01FAD. |
38809814 Ox003000444732ETF3802739ERTDF097DE04959DAG4ECDD. |
57055890 0x00800039D9D2145139D8FFEGS530D542DC455F 445EDEF. .
25438793 Ox0030003EBFoATDIEEDLI 27 TD10053AAF00F16E4FFBAE4T. |
20013793 Ox00B0003F02F1ES111E4C9595859E1 04E440F 4D939E03CE. |
32962834 Ox00300060394FC246011429762E45E2477336ED4D4F 7DE. .
33349877 Ox00B0006524042F 20E4F6ECEE8F 28691 0ACFEESELESLFA. |
35201942 Ox0030007FG0D30AF06FBEAZDE1ES360D4EFEL SE949CDFE. |


https://github.com/JasonPap/Reused-Bitcoin-Numbers/blob/master/SQL/RandomsToTables.sql
https://github.com/JasonPap/Reused-Bitcoin-Numbers/blob/master/SQL/RandomsToTables.sql

There are two columns in the dbo.BadRandomes:

Random and UseCount
100 % ~

= Results | [3 Nessages

Randon UseCount
1 0x2EEZ27DR00F 253E4532224 9383044 REE42E4CFEEQ4T03A5ED5AZCED0E 244F119 2
2 0xEF441E4C285389D0BCT75D42F BAF O3 8ETEAFASEC431F29EEEZFTEAL 441 4222490 4

3. Then it is necessary to relate the BadRandoms with other corresponding information.
I write SQL script:

SELECT [Transactioninputld] ,[Random] FROM [Litecoin2].[dbo].[Randoms]
WHERE

Random = Ox2EE27D890F253E453222A93E830AA53842E4CF6E04703658D5A2C6D0E2AAF119
OR

Random = 0xBF4A1E4C285389D0BC75D42F8AF088E7EAFAOECA31F29EEE2F7TE614414222A90
Then | can get:

= Results | [ Nessages
TransactionInp... ERandom

1 227186827 éOXZEEZ?D890F253E453222&93E830&&53842E4CF6E04?03..
2 27186828 Ox2BEEZ2YDEO0F 25384532224 3388304453842 4CFAE04703. |
3 27143280 OxBF44184C285389D0BCTED42FBAF0BBETEAFAGEC431F 29, |
4 27143772 OxBF44184C285389D0BCTED42FBAF0BBETEAFAGEC431F 29, |
o 27144023 OxBF44184C285389D0BCTED42FBAF0BBETEAFAGEC431F 29, |
s} 27168733 OxBF44184C285389D0BCTED42FBAF0BBETEAFAGEC431F 29, |

Similarly, | can use the related column to find the other information related with Random.
It can be summarized as:
Use value of Random to get value of TransactionInputld in dbo.Randoms

= Use value of Transactionlnputld to get value of BitcoinTransactionld in
dbo.Transactionlnput

100% ~
= Results |3 Messages
TransactionInp... BitcoinTransacti...

1 27143280 9073857

2 27143772 9074013

3 27144023 9074053

4 27168733 9081901

5 27186827 9086794

6 27186828 9086794

= Use value of BitcoinTransactionld to get value of TransactionHash in
dbo.BitcoinTransaction



100% = <
| @ Results |y Hessages|
EitcoinTransacti... ElockId
1 9073857 | 1129204
2 9074013 1129241
& B0T4053 11252458
4 2081901 11303598
a 3086734 1130937

To conclude, the result | get is:

TransactionHash

0x43080443C0C83T0O0DS92F11D3811VFDO4ESF1ACEESESS. | |
0x0329D7A34ECE039FFSAERTO33889449E944TDOFACCALS. | .
OxBOTEZFA473DEAZOTALACGCEF2CEF TRATEECARATAFCAAZAD, | |
0xBER0ESSSDDOES4D40581 00CTE4AR5G046444F TE4E2TED, | |
0x04D075C4363880E80506A61EE1D4FAFSAEECZA035531149. ..

BadRandoms

TransactionHash

0x2EE27D890F253E453222A93E830AA53842E4CF6
E04703658D5A2C6D0E2AAF119
0x2EE27D890F253E453222A93E830AA53842E4CF6
E04703658D5A2C6D0E2AAF119
O0xBF4A1E4C285389D0BC75D42F8AF088E7TEAFA9
ECA431F29EEE2F7E614414222A90
0xBF4A1E4C285389D0BC75D42F8AFO088E7TEAFA9
EC431F29EEE2F7E614414222A90
O0xBF4A1E4C285389D0BC75D42F8AFO088E7TEAFA9
ECA431F29EEE2F7E614414222A90
0xBF4A1E4C285389D0BC75D42F8AFO088E7TEAFA9
EC431F29EEE2F7E614414222A90

04d75¢4963885b8d3d6661bbld4fae5abec2a03553119
2c67626f2245979f3b1
04d75¢4963885b8d3d6661bbld4fae5abec2a03553119
2c6762612245979f3b1
4306C4A9C0CI93700D992F11D36117FDO4EIF1AC
6E5E98460CE9BSCSE7E7B5BAE
0329D793AECB8039FF56B97083889AA9B9447D5F9
CCAA8ED1D74B131397E2887B
B0752FA473DBA39741AC6CF2CF78478BCAB4TA
FC4A2A0FB865E2E28336229068
8E90E595DD0OES54D4058100C7B4A5560A644AF75
4E275D44CCB9A23E9162CD985




