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What i1s Bitcoin & Bitcoin Min

AA global, decentralised virtual currency scheme
ANot backed by any government or legal entity
Alnvented in 2008 by SatosNakamoto(A Pseudonym)

ATotal number of Bitcoins are limited to about 21m and are divisib
up to 8 decimal places

ABitcoins are minted into existence by a process called Bitcoin
mining i.e. calculating the double SHA256 hash

ACurrently 25 Bitcoins are mined every 10 minutes

AMining is essentially finding a new block accepted by the Bitcoin
network

ABitcoin Transactions are indirectly included into each block



Improvement Proposal for Minir
Halving

ACurrently 25 BTCs awarded for every new block found
AReward is halved every 210000 blocks (roughly every 4 years)

AReward suddenly halves i.e. it suddenly becomes twice as costly
mine Bitcoins

12.5 BTC =6.25 BTC and 420000 - 630000

Therefore, Reward = Reward - 6.25/(630000-420000) = Reward - 0.00002976

Thus, the number of Bitcoins awarded when block 420001 is mined will be 12.5 -

0.00002976 =12.49997024 and so on
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Hash Rate

[Hash Rate GH/s 9562097.64518623 ] ]
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Bitcoin network: total computation speed
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BitcolBnergyonsumption Statis

Sourceblockchain.info

Hash Rate and Electricity Consumption

Difficulty 108,730,911.96
Hash Rate 962,097.65 GH/s

Electricity Consumption 15,008.72 megawatt hours

Electricity Cost $2.251,308.49

There must be a more efficient way to mine Bitcoins!
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SHA256 Message Schedul

For0 <t <15,

W; = My

For 16 £t <63,

Wi = T 1(Wi) + Wiy + To(Wes) + Wege

T o(x) = ROTR’(x) @ ROTR™®(x) 6 SHR?(x)

7 1(x) = ROTRY(x) @ ROTR™(x) & SHR™(x)




SHA256 Message Compressio

T,=H+ Y 1(E) + Ch(E, F, G) + K¢ + W,

T, =2 (A)+Maj(A, B, C)

H=G;G=F;F=E
E=D+T,=D+H+ ) 4(E) + Ch(E, F, G) + Ky + W,

D=C;C=B;B=A

A=T1+T2=H+ 2 1(E) + Ch(E, F, G) + X_ (A) + Maj(A, B, C) + K¢ + W,

Ch(X, Y, Z)= (X AY)®(-X A 2)
Maj(X, Y, Z)= (X AY)B(X A 2)B(Y A Z)
Y o(X) = ROTR?*(X) @ ROTR™(X) @ ROTR*(X)

3 1(X) = ROTR®(X) @ ROTR™(X) @ ROTR™(X)




The SHA256 Hashing Algorith

F. | G,

Xw

\\\\\\

v :




Additions (Mod 2**)

= (7*64) + (3*48) + 8
= 448 + 144 + 8
= 600

(message compression) +
(message scheduler) +
(intermediate/final hash
computation)

Bitwise Rotations (ROTR)

= (6*64) + (4*48)
=384 +192
=576

(2o, 21) + (Fo, T1)

Bitwise Shifts (SHR)

= 2*48
= 96

Bitwise AND (A)

=5%64
=320

Maj, Ch

Bitwise EX-OR ()

= (7*64) + (4*48)
= 448 + 192
= 640

(message compression) +
(message scheduler)

Total Operations

=600+576+96 + 320 + 640

= 2232




hashPrevBlock hashMerkleRoc¢

Padding + Length

512 Bits

512 Bits

]

v
256 Bits

A

SHA256,
SHA256 Hashing

!

Algorithm
HoO S
256 Bits

SHA256,
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256 Bits

256 Bits 256 Bits
i A

Padding +
Length

512 Bits

v
256 Bits

H2 = SHA256(SHA256(BI

ock Header))

SHA256,
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Field Size

Description

Version 32 bits

Block version information that is based on the Bitcoin
software version creating this block

hashPrevBlock 256 bits

The hash of the previous block accepted by the Bitcoin
network

hashMerkleRoot | 256 bits

Bitcoin transactions are hashed indirectly through the
Merkle Root

Timestamp 32 bits

The current timestamp in seconds since 1970-01-01 T00:00
UTC

Target 32 bits

The current Target represented in a 32 bit compact format

32 bits

Goes from 0x00000000 to OXFFFFFFFF and is incremented
after a hash has been tried

Padding + Length | 384 bits

Standard SHA256 padding that is appended to the data
above




#1 The Calculation of HO fpr S

hashPrevBlock hashMerkleRo«




#2 Early Rejection at Rounds 61
SHA256

256 Bits 256 Bits
Y

Padding +
Length

SHA256,

SHA256 Hashing
Algorithm

A B C D E F G H
B6AE8FFF FFB/70472 C062D46F FCD1887B B21BAD3D 6D83BFC6 7E44008E 9B5E906C

: B85E2CE9 BOAE8SFFF FFB70472 C062D46F ©61F4894 B21BAD3D 6D83BFC6 7E44008E
: 04D24D6C B85E2CE9 BOAE8FFF FFB70472 948D25B6 961F4894 B21BAD3D 6D83BFC6
: D39A2165 04D24D6C B8S5EZ2CE9 BO6AE8FFF FB121210 948D25B6 ©61F4894 B21BAD3D
: 506E3058 D39A2165 04D24DoC B85E2CE9 5EF50F24 FB121210 948D25B6 ©61F4894

Source: http://csrc.nist.gov/groups/ST/toolkit/documents/Examples/SHA256.pdf




#3 First 3 Rounds of SHAZ2:
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#4 Round 4 Incremental Calcul
SHA256

A=H+Y,(E) +Ch(E,F, G) + Y (A) + Maj(A, B, C) + K + W,

E=D+H+ ) 1(E)+Ch(E,F,G) + K¢ + W,

Nonce | A | B | ¢ | o | E | F | G | H
0x00000000 | c14c28¢6 adb56f21
0x00000001 adbséf21
0x00000002 | c14c28c8 24b56f21
0x00000003 adb56f21
0x00000004 1184d36 clabdbc7 a4h56f21
0x00000005 | c14c28ch adb56f21




#5 Saving Additions Using the L
Os for SHA2bDE SHAZ56

|+ 1+ k=448 mod 512

k=1024-(640+ 1+64)=319 k=512-(256+1+64)=191



#5 Saving Additions Using Long

SHA256, (For H1)

O B0000000
(00000000
(00000000

C 00000000 H1,

O 00000000 8 O=B0000000 Padding Starts
C 00000000 : O 00000000

Ox00000000 10 000000000

Ox00000000 ] 000000000

C 00000000 12 O 00000000

Cw00000000 Padding Ends 13 000000000 Fadding Ends

000000000 Length 1 14 00000000 Length 1

(00000280 Length 2 . 000000100 Length 2




SHA256, (For H1) SHA256, (For H2)

Round(t)

32 bit Wi (In Description Round(t) 32 bit Wi (In

Description
Hex) Hex) -

0x80000000 Padding Starts 0x80000000 Padding Starts

0x00000280 Length 2 Ox00000100 Length 2

For SHA256,, at round 16, W,s+K;s can be hardcoded as
0x00000280+0xc19bf174=0%xc19bf3f4. The same is true in Round 16 for SHA256,
where W1s+Kis can be hardcoded as 0x00000100+0xc19bf174=0xc19bf274.

A similar technique can be applied to Round 5 for SHA256, and Round 9 for SHA256,.
Hardcode with 0x80000000+0x3956c25b=0xbh956¢25b for SHA256, and
0x80000000+0xd807aa98=0x5807aa98 for SHA256,.



#7 Message Scheduler Byp

For SHA256; | Rounds 5to 16 (12 in total)

For SHA256, | Rounds 9 to 16 (8 in total)



#8 Constant Message Schedulg

For 16 £t <63, we have,

W, = (F (W) + Wiz + To(Wes) + Wege
Therefore, Wig = (F1(W1s) + Wog + Fo(W1) + W,
Hence, Wi =0+ 0 + To(W;) + W,

For 16 £t <63, we have,
Wi = (F1(Wip) + Wiz + Fo(Wes) + Wi g
Therefore, W,; = (F(Wys) + Wi + To(W,) + W,

Hence, W;; = (F,(0x00000280) + 0 + T 4(W,) + W,




#9 Incremental Message Schedt
20 for SHA256

190= T1(Wy7) + W, + Fo(W,) + W,

Hence, W, = (F (W) + 0+ T,(0x80000000) + W,

W,
W,
W,
W,
Wao




#10 Saving Additions by Dynal
Coding for SHA256

Dynamically hardcoded new values:

K16 = OXXXXXXXXX + Oxe49b69cl

K17 = OXXXXXXXXX + Oxefbed 786

K19 = OXXXXXXXXX + 0x240calcc




Discuss@8ummary of Saving

SHA256 Application Optimisation Calculations Saved

SHA256, zaﬂ-\;:ﬁe:alculatlon of HO for None
#3 - First 3 Rounds of SHA256,; | SHA256 Rounds: 3
#4 - Round 4 Incremental
Calculations for SHA256,

#5 - Saving Additions Using the
Long Trail of Os for SHA256,

#6 - Saving Additions with Hard

Coding

SHA256 Rounds: 1

Mod 2°% additions: 10

Mod 232 additions: 2

SHA256
' 2 calculations of

Message Scheduler

Mod 2°? additions: 3*2=6
Bitwise Rotations: 4*2=8
Bitwise Shifts: 2*%2=4
Bitwise AND: O

Bitwise EX-OR: 4%2=8

#8 - Constant Message
Schedule for SHA2561




Discussw8ummary of Savings



