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Bitcoin Decentralized M arkets

In theory bitcoin has nothing to do with stock metg? On second thoughts:
 Markets are decentralized, especially in the Un8&ates

e Units/resources are fungible and in limited (fixadpply.

* Financial institutions increasingly just do NOTdr@ach other, and thi
also want to build co-operative electronic syste&hgh can function in
presence of malicious participants.

 Markets are becoming increasingly transpareneastifor audit purpose
e Bitcoin solves the difficult problem of who owngeven asset at any
moment In time Iin novel very innovative ways simii@a solutions initially
created to implement NMS (National Market Structuegulations in the U

Bitcoin Is decentralized peer to peer currency @agment system. Tt
security of bitcoin greatly depends onliaiributed hashing infrastructure.
Some bitcoin nodes have very substantial compuynavger and they are
policing the network based on their <interest: the are allowed to prodt
new coins and uses/sell them. An attacker needmtopulate network nodes
In control of a substantial fraction of the compgtpower. The current bitcain
IS NOT perfect and NOT sufficiently decentralized It is good enough to be
used In practice. Current market cap of bitcoiahsut 6 billions of dollars.

Satoshi vs. Reality. The inventor of bitcoin Satoshi Nakamoto [a psewydain

was a brilliant visionary scientist and engineer. .
However he did NOT predict everything (cf. 1,2,Below and 5. on the right 5. Value Transfer and Timestam PS
1 M iners VS P2P | ncentives Problem 5. Satoshi simply forgot to implement timestamps icdin.
' ' Maybe because ‘secure timestamps’ are not easshtevee. However, and

accordingly, If two conflict transactions existthre network, even with honest

Problem 1. In Section 5 of his paper he postulated that eaein-fo-peer " " g i o ¢
network nOde ShOUId be mlnlng In rea“ty he forgntreate mOnetaI tuu LIUI.PULI IO VV O \..JUII L.I\I (LAUATAT) \l\l.l Iuii L Qu I\JULU.LIUII \I\IULsJ.I..II.U MO MIUVUULTN .
incentives for people to run bitcoin nodes andrthember (some 5,000)|is => This can be fixed in a variety of ways includthgd party commercial
MUCH LOWER than the number of bitcoin miners (mae®.000) solutions and specific peer confirmation solutipngposed Iin our paper.

Bitcoin peer network Is In steady decline and aigdaiously low levels!

The 20 Second Solution

95( M Once we have timestamps [+ maybe some collaboraghgork nodes], we
3000 . | l o | don’t need to wait for 10 minutes to confirm tractsans.

8500 N w We can privilege earlier transactions and make shatas time passes by,
8000 more recent transactions have steadily decreabkgoees of being accepted.

moakhafar ermallar

—— This removes the necessity to wait 10 minutes,@afpefor smallel
transactions.
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0 . SI( In financial markets one can execute trades micms#s. In bitcoin we nee
2' T he 51 /O AttaCk RI S to wait for10 minutesand a large multiple of it for larger transactiofseed

IS slow mostly out fez of possible double spendiiattacks, which impose
certain precautions. Fixing these security problemmply allows to make
bitcoin transactions much faster, or rather to pctteem much earlier.

Problem 2. 51% attacks assumedishonest majority in terms of has|

power contributed. The actual risks from 51% atsamie VERY HEAVILY
underestimated in the bitcoin community. For exangdtoshi wrot

“If a greedy attacker Is able to assemble more Cpbiver yr Em pOWGr | ng the Peer S

than all the honest nodes, he would have to chobstveen using it to
defraud people by stealing back his paymel
Or using It to generate new coins.

We are looking atonser vative reform proposals which does NOT change

Sy . the 10 minute timing for creation of new blocks.r®ay proposal is to:
He ought to find it more profitable to play by theles]...] e L

than to undermine the svstem and the validitv of liwn wealth e Liain transactons tnougn aaaditionai Outputs ‘\IAVKIIII\EIIIIIIIIICUIQLCIy SpeEi

y y 4 8 * If the attacker wants to undo one transaction (tspend), he has to
All this is rather mistaken if we look at current bitcoin. Satoshi failed to SIMULTANEOUSLY forge signatures for numerous othansactions of
see thakey problem is thcontro/abuse and NOT ownership of hash po anonymous peers on the network. Numerous childaetions also prove th
for the purpose of mining blocks, and this caratet easier: the initial transaction was widely diffused in thetwork. Double spend fails.
* The attacker does not have to be wealthy or powerfu
e Man in the midd| attackers just need to hack VERY FEpoolmanage em
servers and can abuse the other people’s miners. En hanC ents

* In typicalmining scenarios the attacker does NOT controhtbaey from
mining: the whole process of mining requires exelely thepublic keys
and he does NOT have thevatekeys. The honest option does NOT exist.

1. In the current bitcoin network the median time uathode receives
block i1s6.5 secondfDecker-Wattenhofer]. This is "zero-feeopagatiofi
Peer confirmation is likely to accelerate the depaient of bette
networks: initially fees could be paid to diffusartsactions faster.

3 |_ on gest Cha| N Ru| e 2. Additional security can be achieved by reusihgregproofs of

computational effort) used in pooled mining. Thpeave the existence |

: _ — transactions at any moment T but were lost In tlreenit bitcoin network.
Problem 3. Longest Chain Rutave are the first researchers to criticise It. Overall we can combine Proof-of-Stake [spendinggleend Proof of
“One of the fundamental mistakes of bitcoin Is tifv&ty use ‘the Longe Work [shares] tcvalidate transaction timestan by both method

transactions get acceptedom interview of Dr Courtois to FT, 08/2014).
Fast transaction are at the mercyslow) blocks. Poonetwork neutralit!

Conclusion and Future Work

Chain Rule, to decide simultaneously which blocts @ecepted and wh(}ch

_ This is NOT yet a complete solution. Future solutishould be such that:
4_ |\/| onetar y P()I | Cy * They arepermission-lesgthey can added to selected network nodes.
e Several solutions can co-exist and co-operate (fradet approach).
Problem 4. Monetary policy. Problems are exacerbatewreward halvin. In addition, the recipients of transactions ca-operate to diffus
As time passes less and less coins are given tersamth sudden jumps. transactions. The recipient software should make e transaction is firmly
Then either fees must increase, or the hash rdtelevreasand bitcoin entrenched in the mempools of several bitcoin naties he checks random
will become MORE vulnerable to double spendingcsan the future nodes for competing transactions. This can alsa tesiness done for a fe




