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Abstract. In this paper we study the question of key management and
practical operational security in bitcoin digital currency storage systems.
We study the security two most used bitcoin HD Wallet key management
solutions (e.g. in BIP032 and in earlier systems). These systems have ex-
tensive audit capabilities but this property comes at a very high price.
They are excessively fragile. One small security incident in a remote
corner of the system and everything collapses, all private keys can be re-
covered and ALL bitcoins within the remit of the system can be stolen.
Privilege escalation attacks on HD Wallet solutions are not new. In this
paper we take it much further. We propose new more advanced combi-
nation attacks in which the security of keys hold in cold storage can
be compromised without executing any software exploit on the cold sys-
tem, but through security incidents at operation such as bad random
number or related random events.

In our new attacks all bitcoins over whole large security domains can be
stolen by people who have the auditor keys which are typically stored
in hot systems connected to the Internet and can be stolen easily. Our
combination attacks allow to recover private keys which none of the
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Second Major Outbreak — May 2014
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Attack — Same User . aiso happened

100 times in Bitcoin
mustbe kept secret same a used twice by the
RNG @,, =d,). In this

case we have: (s,a-H(m,)) =
rd =

random a (s,a-H(m,)) mod n

=> a=(H(m,)- H(my))/(s4-s,)
mod n AND now

R=a.P d=(sa-H(m))/r mod n

t

S=
(H(m)+dr) / a
mod n — (n,8)
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Is There a Fix?

Solution: RFC6979 [Thomas Pornin]

HOWEVER,
no existing cold storage solution
which have NOT already applied RFC6979
can claim to resist our attacks.
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RFC6979 [Pornin] = 5+ applications of HMAC

01....01 [ 00 [[ k., [ H(m) http://www.rfc-

] 256 + 1 + 256 + 256 editor.orq/rfc/rfc6979.txt
01'...01 = <l
Py HMAC -SHA256
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HMAC SHA256
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HMAC-SHA256

Goal: avoids H(m||key) constructions
(which are subject to certain specific attacks)

Definition (from RFC 2104 @) [edi]
HMAC(K,m) = H (K& opad)|H((K & ipad)[m))

where

His a cryptographic hash function, 1
¥ is a secret key padded to the right with extra zeros to the input block s
the hash of the ariginal key if it's longer than that block size,

Ize of the hash function, or

mis the message to be authenticated,

| denotes concatenation,

& denotes exclusive ar (KOR),

opad is the outer padding (0xScScac... e, one-hlock-long hexadecimal constant),
and padis the inner padding (0x363636... 36356, one-block-1ong hexadecimal constant).

7 ©Nicolas Courtois 2003-2014
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HMAC-SHA256

Hashes twice with a key. [T x ] MESSAGE |
512 any size
363616 -.-363626 |IpAd

Definition (from RFC 2104 &) Gow)
HMAC(K,m) = H ((K & opad)|1| | T TV ¥ T
where T l

His a cryptographic hash function, [Stscsc . 5080sc Joras SBA-256

¥ is a secret key padded to the right with |

the hash of the original key if it's longer tr
mis the message to be authenticated,

| denotes concatenation,

& denotes exclusive or (xOR), <
opad s the outer padding (0x2c5coc... ac SHA-286
and padis the inner padding (0x3635636.
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