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UCL Bitcoin Seminar
a crypto currency research seminar

in central London

public web page: 

blog.bettercrypto.com

Today’s slides, extended version (200 slides):

http://www.nicolascourtois.com/bitcoin/paycoin_mining_attacks_4.pdf



Crypto Currencies

3 Nicolas T. Courtois 2009-2014

Our Works on Bitcoin

-cf. also blog.bettercrypto.com
-Nicolas Courtois, Marek Grajek, Rahul Naik: The Unreasonable Fundamental Incertitudes 

Behind Bitcoin Mining,  http://arxiv.org/abs/1310.7935

-Nicolas Courtois, Marek Grajek, Rahul Naik: Optimizing SHA256 in Bitcoin Mining, CSS 2014.

-Nicolas Courtois, Lear Bahack: On Subversive Miner Strategies and Block Withholding Attack

in Bitcoin Digital Currency  http://arxiv.org/abs/1402.1718

-Nicolas Courtois: On The Longest Chain Rule and Programmed Self-Destruction of Crypto 
Currencies http://arxiv.org/abs/1405.0534

-Nicolas T. Courtois, Pinar Emirdag and Daniel A. Nagy: Could Bitcoin Transactions Be 100x 
Faster? In proceedings of SECRYPT 2014, 28-30 August 2014, Vienna, Austria. 

-Poster: http://www.nicolascourtois.com/bitcoin/POSTER_100x_Secrypt2014_v1.0.pdf

-Nicolas T. Courtois, Pinar Emirdag and Filippo Valsorda: Private Key Recovery Combination 
Attacks: On Extreme Fragility of Popular Bitcoin Key Management, Wallet and Cold Storage 
Solutions in Presence of Poor RNG Events, 16 Oct 2014, http://eprint.iacr.org/2014/848

-Nicolas T. Courtois, Pinar Emirdag and Zhouyixing Wang: On Detection of Bitcoin Mining 
Redirection Attacks, proc. of ICISSP 2015, Feb 2015. 
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Introducing Bitcoin
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Bitcoin In A Nutshell

• bitocoins are cryptographic tokens 
– stored by people on their PCs or mobile phones

• ownership is achieved through digital signatures: 
– you have a certain cryptographic key, you have the money. 

– publicly verifiable, only one entity can sign

• consensus-driven, a distributed system which has no central authority
– but I will not claim it is decentralized, this is simply not true!  

– a major innovation is that financial transactions CAN be executed and policed without 
trusted authorities. Bitcoin is a sort of financial cooperative or a distributed business.

• based on self-interest: 
– a group of some 100 K people called bitcoin miners own the bitcoin “infrastructure” 

which has costed about 0.5-1 billion dollars (estimation) 

– they make money from newly created bitcoins and fees 

– at the same time they approve and check the transactions. 

– a distributed electronic notary system
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Two Key Concepts

• initially money are attributed through Proof Of Work (POW)
to one public key A

– to earn bitcoins one has to “work” (hashing) and consume energy (pay for electricity)

– in order to cheat one needs to work even much more (be more powerful than the whole 
network, for a short while)

• money transfer from public key A to public key B:

– like signing a transfer in front of one notary which confirms the 
signature, 

– multiple confirmations: another notary will re-confirm it, then another, etc…

– we do NOT need to assume that ALL these notaries are honest.
• at the end it becomes too costly to cheat
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Miracle Of Bitcoin
Removes two pillars of money:

• “trust” 

=> P2P self-regulation

<= self-interest?

• legal/government protection and policing

=> anarchy!
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Citations

Bitcoin is:

• Wild West of our time [Anderson-Rosenberg]
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Citations

• There is no “undo” button for sth. like bitcoin 
[Mike Gogulski]
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Krugman

• Bitcoin is …
– “the anti-social network”

– Paul Krugman, 
Nobel price in economics
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Who Is Evil?

• “Bitcoin Prevents Monetary Tyranny” 
- Jon Matonis for Forbes

• “Just thinking about bitcoin makes you a 
better person” – Max Keiser
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Money Transfer
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In Practice
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Full P2P Client
http://bitcoin.org/en/download

15 giga, 24 hours…
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Mobile Apps - Android
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Are They Crazy?
Anything can be “money” 

if sufficiently many people accept it… (e.g. salt).

Question of: 

• popularity

• trust
NO NEED TO TRUST ANYONE IN BITCOIN????
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Play Money?
A distinction play vs. real money has almost disappeared recently.
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Types of “Virtual Money”
Source: ECB report, 10/2012

http://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes201210en.pdf

cf. Oyster…
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A payment system in which 

• it is THE PAYER who initiates the transaction

• controls the amount being paid

• money and payments are stored outside of the 
banking system [erodes the dominant position of banks]

• money cannot be confiscated [cf. Cyprus banks]. 

• it challenges fractional reserve banking [new!] and 
forces finance to become more “transparent”

“Troubled” bitcoin [The Economist May 2014]
is certainly is here to stay 

=> but now must face all sorts of competition and technical reforms [our work]

Bitcoin=Freedom
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P2P Payment
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Bitcoin Network

• Peer to peer, decentralized, no central 
authority, one ASIC one vote, 
=> no third party risk [no need to trust the banker!]

• Knows no limits, borders, laws, etc…
• Computers connected into a P2P network…

• Every  transaction can be downloaded by anyone…  

1 client 
app
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Bitcoin

• A Value Transfer Network
• term proposed by a Wall Street lawyer Maese.

•
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Not written in stone

• Upgrade the software, change the spec:
– people vote with their feet



Crypto Currencies

24 Nicolas T. Courtois 2009-2014

Network Properties

Satoshi original idea [cf. Sect. 5 in his paper]:

• homogenous nodes: they do the same job
– everybody participates equally

– everybody is mining

– a random graph

• it appears that the current network resembles 
“a random graph” 
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The Reality is VERY Different!
In violation of the original idea of Satoshi Bitcoin network has 

now 3 sorts of VERY DIFFERENT ENTITIES

– only “rich people” are mining 
• upfront investment of >3000 USD.

• 100K active miners as of today? 
– but NOT running network nodes, mining is highly centralized, see pools

– some “full nodes”: they trust no one 
• Satoshi client a.k.a. bitcoind, version 0.9.X. for PC, 

• 15 Gbytes, takes 1 day to synchronize, CPU/HDD load
– only some 13 K out of 60 K accept incoming connections (4/2014)

– panic in May 2014: declining, less than 8,000 peers online

– many nodes do minimal work and minimal storage, they 
need to trust some other network nodes
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*Panic – May 2014
• # active nodes << #miners

• 6K << 100K



Crypto Currencies

27 Nicolas T. Courtois 2009-2014

*Scalability Issues
• Current bitcoin processes only 1-4 transactions per second

– VISA processes 2000 transactions per second.

– YES, even at this scale of 2000 tx/s bitcoin would theoretically work: 
each node receiving ALL new transactions would be like 
1Mbit/second bandwidth. 

• Limit on the size of one block = 1 Mb currently.
– this can only accommodate about 7 tr/sec

– we are VERY close to exceed that, few months…
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Key Properties of Bitcoin

• Consensus-driven
– consensus about the past history[blockchain]

– consensus about the future[software spec]

• Pseudonymous, NOT anonymous

• Ledger-based. Ledger is entirely public.

• Notion of account: 
– has a balance in BTC.

• Wallet: 
– computer file which stores "the money".

– about managing private keys
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Wallets

• Wallet: file which stores your “money".

• A Bitcoin client App 
is also called a wallet
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Wallets == Bitcoin client Apps

• Major types: 
1. Bitcoin Satoshi Core Client = Decent PC, 

full P2P node, stores full history - 15 Gb, trusts 
no one.

2. Mobile apps: trust and rely on servers for DB 
and authenticity; but stores money locally.

3. Cloud apps: all is stored in the cloud!

4. Offline systems: protect your assets from 
cybercriminals

5. Combined: multi-signature, THE BEST! 
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More Properties of Bitcoin

• Scarce, like gold (in fact worse than gold)

• Divisible into small pieces 
– 10 nBTC = 1 Satoshi = 1 / 100 million BTC
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Digital Currency
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Digital Currency
1. Sth. that we know… String of Bits.

+ additional layers of security:

2. Sth that we can do (capability): BETTER.
– can be used many times without loss of confidentiality…

– in bitcoin bank account = a certain private ECDSA key…

=>PK-based Currency, 
an important modern application of Digital Signatures! 
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Main Problem:

This capability can be “spent twice”. 

Avoiding this “Double Spending” is the main problem 
when designing a digital currency system.

NOT yet solved in a satisfactory way, instability, slow transactions, more about this later.
Cf. Nicolas Courtois: On The Longest Chain Rule and Programmed Self-Destruction of Crypto Currencies  http://arxiv.org/abs/1405.0534
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Crypto
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**Crypto Citations

About Bitcoin:

• Security depends on maths, not people.

• The accuracy of past transactions is 
guaranteed by cryptography, 
which is a special type of mathematics 
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**Crypto Misconceptions

THIS IS WRONG:

• SHA-256 is a cipher and provides 
confidentiality.
– Not it is a hash function and provides 

integrity of everything 
[hard to modify./cheat] 

• "Bitcoins are encrypted": WRONG
– ONLY if you encrypt your wallet, not everybody does.

– Also can use SSL in P2P connections… 
• communications are encrypted if you use TOR
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Block Chain
(and Mining - expanded much later)
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Bitcoin Mining

• Minting: creation of new currency.

• Confirmation+re-confirmation 
of older transactions

Random Oracle – like mechanism

Ownership:
– “policed by majority of miners”: 

– only the owner can transfer 

[a part of] 25 BTC produced. must start with 66 zeros

data from previous
transactions RNG

miner’s 
public key

HASH
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Block Chain

Def: 

A transaction database 
shared by everyone.

Also a ledger.

Every transaction 
since ever is public.

Each bitcoin “piece” is 
a union of things uniquely traced 

to their origin in time

(cf. same as for several banknotes 
due to SN)
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Fork – Hard To Avoid, 1% of the time
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Fork – Miners Mine On Both Branches
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Longest Chain Rule

“1 ASIC 1 vote”
[heavily criticised elsewhere]
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Insight

If 2 solutions happens with proba 1/100

The chance that both will be extended before one of them 
reaches the miner of the other (making him stop) will be 
about

(1/100)^2

Etc..

Negligible chance to go on forever, 
=> quite soon one branch is longer and wins. 
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51% -
Very Famous
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Cancel A Fresh Transaction?

Cancel this?
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Can Sb. Cancel A Transaction?

Yes if he produces a longer chain with another version of the 
history.

Very expensive, race against the whole network 
(the whole planet).

Can  be easy or very difficult it depends!
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Attack:

Extend This Branch To Cancel One Transaction tx36

Goal: generate 4 blocks.

cost=maybe 30 BTC
gain=500 BTC
EASY and PROFITABLE!  
The only difficulty is the timing!!!!

tx36
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This Attack IS FEASIBLE!

Nicolas Courtois:

On The Longest Chain Rule and Programmed Self-Destruction of Crypto 
Currencies    http://arxiv.org/abs/1405.0534
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Easy Or Difficult?

Difficult if:

• All mining devices are privately hold by independent solo 
miners.

Easy if: 

• Many mining devices are rented with a market which allows 
one instantly to buy a lot of hashing power by paying a small 
premium over the market price.

WORSE THAN THAT: 

• A large mining pool can re-sell ALL the hash power to the 
attacker, 
=> this CANNOT BE DETECTED by miners, 

due to a technicality which we will discuss later 
(mining with H0, not knowing on which branch/block they mine)
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51% -
Blunders Mistakes 
Misunderstandings
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Is it a 51% Attack?

51 % attacks: 

• computing power can be temporarily displaced.

• it is NOT a number between 0 and 100%, two different hash powers at 
different moments.

• almost nobody gets it right ever… including Sathoshi
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Satoshi About 51%

Amazing level of confusion already in Satoshi writings: 
in Section 6 of Satoshi paper we read that:

“The incentive[like 25 BTC] may help encourage nodes to stay honest. 

If a greedy attacker is able to 
assemble more CPU power than all the honest nodes, 

he would have to choose between using it

• to defraud people by stealing back his payments,

• or using it to generate new coins. 

He ought to find it more profitable to play by the rules,

such rules that favour him with more new coins than everyone else 
combined, than to undermine the system and the validity of his own 
wealth.

Q: who would own these new coins?
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Sirer About 51% - Incredible Claims

“A 51% miner does not have 51% of the vote; 

in fact, GHash has just as much say over the contents of the blockchain as 
do I, or you, or anyone else". 

"The truth is that it is the Bitcoin users who wield ultimate power, and the 
miners' hashing power has absolutely no say 

in determining how the protocol evolves"

19 June 2014

http://hackingdistributed.com/2014/06/19/bitcoin-and-voting-power/

STRONGLY DISAGREE. 
Can anybody in their right mind ever believe what they say?

• usually it is the companies who claim the security problems are inexistent. 
and academics will “assume the worst”. 

• if you cannot even trust the academics anymore, whom can you trust? 
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The Question of Dominance

This attack will NOT work if Bitcoin is dominant and uses more 
hash power than all other crypto currencies combined.

In contrast ALL SMALLER currencies are EXTREMELY EASY 
to attack:  double-spending is possible.
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51% and the Longest Chain Rule
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The Question of “The Longest Chain Rule”

The longest chain rule was designed to allow for EXTREMELY 
BAD NETWORK PROPAGATION (think of North Korea, 
Syria, yes bitcoin can function in such environments).

However with normal (fast) networks it is EASY just not to 
accept double spends after say 1 minute, and after one 
version of transaction is already propagated to a majority of 
network nodes. 

Easy decision for miners. A majority needs to agree. 

The longest chain rule is NOT good, needs reform. 
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Longest Chain Rule is PROBLEMATIC!

See: 

Nicolas Courtois: 

On The Longest Chain Rule and Programmed Self-Destruction of Crypto 
Currencies    http://arxiv.org/abs/1405.0534

No reason why the SAME rule would govern:

• Which block is paid (10 minutes)

• Which transactions are accepted (every second)

Violates the principles of 

• Least Common Mechanism [Saltzer and Schroeder 1975]

• Poor Network Neutrality – miners have excessive discretionary powers…

=> Unnecessary instability and slow transactions…
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Hash Power => Security???

Sams writes: "The amount of capital collectively burned hashing fixes the 
capital outlay required of an attacker […] to have a meaningful chance of 
orchestrating a successful double-spend attack […] The mitigation of this 
risk is valuable, [...]"

Wow! We have built a “Great Wall”. 
It protects our money against attacks.

NO THIS IS MISTAKEN
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Crazy Hash Power Increase

Nearly doubled every month… 1000x in 1 year.
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In Contrast - Fees

Anybody willing to pay to use bitcoin?
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*Revenue Before ASICs

exponential 
decrease 
after!
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Bitcoin Address
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Ledger-Based Currency

A “Bitcoin Address” = a sort of equivalent of a bank account.

Three formats… (see slides part 3)

PK itself remains confidential until some part is spent.

SK = private key is always kept private, allows transfer of funds.
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Bitcoin Ownership

Amounts of money are attributed to public keys. 

Owner of a certain “Attribution to PK” can at any moment 
transfer it to some other PK (== another address).

not 
spent

spent
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Bitcoin Ownership

Amounts of money are attributed to public keys. 

Owner of a certain “Attribution to PK” can at any moment 
transfer it to some other PK (== another address).

Destructive, cannot spend twice:
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Bitcoin Circulation
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Bitcoin Myths (not true)

“Transactions are irreversible,” 

• really???? The opposite can be argued: 
– The Longest Chain Rule means probabilistic 

certitude, 
• HOWEVER in theory EVERY TRANSACTION CAN 

BE INVALIDATED, (at a large expense), 

possible even 100 years later

if there is a longer chain! 

“No intermediary in transactions?”
– Not true (unless one of the parties is a miner)
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Bitcoin Transactions:

• between any two addresses [and any two 
network nodes], 
– at any time [no market closing hours].

– validated within 10-60 minutes. 
• should wait longer for larger transactions, beware of 

“cheating miners”…

• many websites accept instantly, 
– they trust your application not to double spend 

– and trust miners to reject the second spent based on later 
time, easy and plausible! 
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Transfer
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In / Out

Owner of a certain “Attribution to PK” can at any moment 
transfer it to some other PK addresses.

=> 0 inputs possible if minting transaction… new money.

=> Several outputs are a norm for bitcoin transactions.

on this picture we 
ignore the fees
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Bitcoin Transfer

Owner of a certain “Attribution to PK” can at any moment 
transfer it to any other PK address.
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Bitcoin Circulation

Sometimes IP addresses 
known, rare cases
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Attributions

DEFINITION

“Attribution to PK” = 
act of an owner of 
a previous attribution (always destroyed)
which transfers a certain amount to the new PK = A2

(using a digital signature)

Caveat: Each attribution can be traced back to the initial mining event. 

ignoring fees
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Fragmentation and Summation Rule

Each PK has a balance, say 20 BTC 

current balance = sum(unspent attributions). 

Attributions are ALWAYS destroyed when used, 
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From Single Attribution

Example

• Change: return some money to ourselves inside the same transaction

– this implies most transactions have 2 or more outputs 

– most apps use the same address

– could use another fresh address for better anonymity, but too lazy…

same 
owner?
no way to know for sure…
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With Multiple Attributions

typical case, even for a single user
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Bitcoin Transfer

Transactions have multiple inputs and multiple outputs.

Transaction Signed by All Owners with their SK

Output Bitcoin Addresses

Input Bitcoin Addresses
0.2 BTC 1.3 BTC

0.001 BTC

0.499 BTC1.0 BTC + Fees
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Bitcoin Transfer

Transactions have multiple inputs and multiple outputs.

– helps for anonymity.

– destroys all current attributions, 

– requires everybody’s signature

Transaction Signed by All Owners with their SK

Output Bitcoin Addresses

Input Bitcoin Addresses

The transaction is signed but invalid to start with, it becomes valid only when confirmed many times 
by other people  (embedded in a new block)

0.2 BTC 1.3 BTC

0.001 BTC

0.499 BTC1.0 BTC + Fees

can repeat, specifies
tx origin +index of each!

frequently repeat some input addresses
could all belong to the same person

0 1
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Example 1

can repeat, 
tx origin + index of each is 

included in the rawtx

can repeat input addresses



Crypto Currencies

81 Nicolas T. Courtois 2009-2014

Example 2 = Raw Transaction

list of input attributions: 
origin tx, index n, ECDSA signature

unique ID on 256 bits = 
the hash of the whole

list of output attributions

0

1

H(recipient PK)

amount BTC
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Remarks:

About 30 million transactions ever made.

To know the balance of one account, we must “in theory” store 
ALL the transactions which send money for this address and 
then check ALL transactions made since then to see some of 
these are not already spent. 

Full bitcoin network nodes stored all transactions ever made 
and checks their correctness (all the digital signatures).

About 15 Gbytes data, 24 hours full download.
In practice one could skip check for things confirmed by many miners… 

dangerous though. There is no absolute proof that miners have already checked 
them (maybe they forgot, a bug).
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Transaction Chaining 

2 attributions: 
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Fees => Miner Profit
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Bitcoin 

Mining
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Money Out of Thin Air
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Bitcoin vs. Klondike

2012-2014

>100,000 miners

maybe ½ - ¾???? were 
victims of scams and 
paid for miners which 
were not delivered in 
reasonable time

1896-1899
100,000 miners,
4,000 struck gold
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Bitcoin Mining

• Minting: creation of new currency.

Creation of “money”
+re-confirmation 

of older transactions

HASH

data from previous
transactions
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*Quiz Question

• What is wrong here?

HASH

must start with 66 zeros

data from previous
transactions RNG

miner’s 
private key
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Block Chain

Def: 

The bitcoin transaction 
database shared 
by everyone.
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Bitcoin Ownership

Ownership:
– “policed by miners”: 

– only the owner of the ………
can transfer [a part of] 25 BTC 
produced.

HASH

must start with 66 zeros

data from previous
transactions RNG

miner’s 
public key
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Bitcoin Randomization

Nonce = def?

Which arrow?  

HASH

must start with 66 zeros

data from previous
transactions RNG

miner’s 
public key
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Bitcoin Randomization

Nonce = Number Used Only Once

Remark: it does repeat in the main 
bitcoin block chain [birthday paradox].

Example: 0x04111A63 x 2

What is responsible for that? 

What else can be randomized here?

Why this is necessary?

HASH

must start with 66 zeros

data from previous
transactions nonce

miner’s 
public key
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Bitcoin Mining

• Minting: creation of new currency.

Creation+re-confirmation 
of older transactions

Random Oracle – like mechanism.

What????????????????
HASH

must start with 66 zeros

data from previous
transactions RNG

miner’s 
public key
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Bitcoin Mining

• Minting: creation of new currency.

Creation+re-confirmation 
of older transactions

Random Oracle – like mechanism

Means: treat as a DETERMINISTIC 
black box which answers at random. 

YES it is… 

However now I’m going to show it isn’t.

HASH

must start with 66 zeros

data from previous
transactions RNG

miner’s 
public key
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Bitcoin Mining

• Minting: creation of new currency.

Creation+re-confirmation 
of older transactions

Random Oracle – like mechanism

Means: treat as a DETERMINISTIC 
black box which answers at random. 

YES it is, 

However now I’m going to show it isn’t.

Marginal improvement (a constant factor).

HASH

must start with 66 zeros

data from previous
transactions RNG

miner’s 
public key
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Five Generations of Miners

1. CPU Mining

Example: 

Core i5 2600K, 17.3 Mh/s, 8 threads, 75W

CPU = about 4000 W / Gh/s
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Four Generations
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Four Generations of Miners

2. GPU Mining

Example: 

NVIDIA Quadro NVS 3100M, 16 cores, 3.6 Mh/s, 14W

CPU = about 4000 W / Gh/s, in this case

GPU = about 4000 W / Gh/s, in this case

Who said GPU was better than CPU?

Not always.
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Four Generations of Miners

3. FPGA Mining

Example: 

ModMiner Quad, 4 FPGA chips, 800 Mh/s, 40W

CPU,GPU = about 4000 W / Gh/s

FPGA = about 50 W / Gh/s, in this case
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Four Generations of Miners

3. FPGA Mining

Example: 

ModMiner Quad, 4 FPGA chips, 800 Mh/s, 40W

CPU,GPU = about 4000 W / Gh/s

FPGA = about 50 W / Gh/s

100x less energy.
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Five Generations of Miners

FPGA: 100x less energy.

Still much less with ASIC: 
Good points: asynchronous logic, arbitrary gates, etc..
Drawback: hard to update!

Another 10 – 100 times improvement.

(100x is cheating: 
I was comparing one 28 nm ASIC 

to one 45 nm FPGA)
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Five Generations of Miners

4. ASIC Miners

CPU,GPU = about 4000 W / Gh/s

FPGA = about 50 W / Gh/s

ASIC = now down to 0.35 W / Gh/s

Overall we have improved the efficiency 10,000 times since 
Satoshi started mining in early 2009…

Like 1000% per year improvement.
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Hash Rate - Doubled Nearly Every Month!

1000x in 1Y
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Sep 2014: +60% Every Month
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Jan 2015: Peak Reached
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Five Generations of Miners!

5. Quantum Miners?

Business Law:

Every technology 
improved by 
30%, 67%, 

each year?

why not 1000% ???

Moore’s Law
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and their 
angry customers

Butterfly Labs

Promised 1 W per GH/s, delivered 3.2 W to customers



Crypto Currencies

109

KNC vs. BitFury vs. Butterfly

Better Miners: less nm 

65 nm28 nm20 nm
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By power / Gh/s

ASICs 
Comparison

0.35 W low power mode

1 W

cf.https://en.bitcoin.it/wiki/Mining_hardware_comparison

3.2 W

1 W
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See bitcoinscammers.com

Criminal 
Scams
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Immoral Business Practice

I do not now a single company 
which is totally honest.

KNC and Cointerra has been the most honest IMHO, 
but worked mostly with pre-orders.

=>huge problem
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Available since April 2014.

Quickly falling prices.

Before: 

it was IMPOSSIBLE for miners to evaluate the profitability of 
their investments. 

Waiting for 6 months is like getting…. 50 TIMES smaller return, 
like 2% of the original expected income for a miner…

Miners for Cash
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New Miners

Cointerra Q1 2015: 

4.5 TH/s, 1300 W, 2500 USD, 16nm, 14 M$ investment?

0.225 W per Gh/s 
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Total Cost?   About 2.0 Billion USD

Quick estimation of the cost of hardware as of April 2014:

Current hash rate 40,000 Th/s (April 2014)

Assume most people use Neptune first generation which costed 
3500 USD for 0.25 Th/s of hash power (better devices exist 
frankly just in pre-orders, well for a majority of people).

So current hash rate might have costed 40,000 x 4 x 3,500 
USD, so maybe 600 M dollars in hash equipment. 

However probably most people still use miners NOT as good as Neptune, then 
probably this is 2 times more... So maybe it is already more than 1 billion today. 

600 M / 100 K people = 6000 USD typical investment?
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Bitcoin 

And Hash Functions
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Our Paper:
arxiv.org/abs/1310.7935
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Mining Overview

Goal: find a valid pair 
(merkle_root, nonce)
which gives 60 bits at 0 in H2

hashed data from 
previous transactions

3x SHA-256 compression

CISO Problem: 
Constrained Input Small Output
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Mining Internalshashed data from 
previous transactions
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Bitcoin 

Hash Functions
And Block Ciphers (!)
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SHA-256 Compression Function

cf. Pieprzyk, Matusiewicz et al.

block cipher

Davies-Meyer
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Fact:

The process of BitCoin Mining is no different 
than a brute force attack on a block cipher:

– Apply the same box many times, with different keys…

– Here the block cipher is a part of a hash function but it does NOT 
matter.

• 98% of computational effort is 
evaluating this block cipher box with various keys and various inputs

• Like a random oracle.

BLOCK

CIPHER

PLAIN

KEY



Transforms a block cipher into a hash function.

In SHA-256 we have: 

block size=256, 64 rounds, key size=256 expanded 4x.

Crypto Currencies
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Davies-Meyer

KEY
CIPHER

PLAIN

IV or last hash

HASH

M_i
message block
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***One Round of SHA-256
cf. Pieprzyk, Matusiewicz et al.
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Optimising Mining 
(39% gain w.r.t. best ASIC) 

Like Generation 4.1.
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Hashing Block 
of 300+ Bits 

cf. Pieprzyk, Matusiewicz et al.

padding added
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Hashing Block 
of 300+ Bits 

cf. Pieprzyk, Matusiewicz et al.

padding added
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Padding
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+ Second Hash
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Inputs
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Davies-Meyer
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Mining Internalshashed data from 
previous transactions
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Improvement 1 – Amortized Cost(H0)=0
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Improvement 2 – Gains 3 Rounds At the End
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Improvement 3 
–

Gains 
3 Rounds 

At the 
Beginning 

–
they do NOT depend 

on the nonce
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Improvement 4 
–

Incremental 
Computation 
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Improvement 4 - contd 

–
Incremental Computation 

2 increments instead 

of 200 gates.
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Improvement 5 
–

Gains 
18 Additions 
≈ 3600 gates
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Improvement 6 
–

Saving 
2 More Additions 

≈ 400 gates
with Hard Coding

AND SAVE LIKE HALF 
of the next addition! 

(addition with a constant = cheaper, 
depends on the constant)
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Improvement X

Classical trick: Carry Save Adders.

C.
S.
A.

a
b
c

a
b
c

a+b+ca+b+c
cost = 1+ε  adderscost = 2 adders

ps

sc
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Whole Round

Only two
full adders.

At
Bt Ct Dt Et Ft Gt Ht

At+1 Bt+
1

Ct+

1

Dt+

1

Et+

1

Ft+

1

Gt+

1

Ht+

1

0

Maj()

1

Ch()

Kt

C.
S.
A. C.

S.
A.

C.
S.

A.
C.
S.
A.

C.
S.
A.

C.
S.
A. Wt
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Message Schedule

=> just copy for 16 R

non-trivial part
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Message Schedule
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Improvement 7 - Fact:

Some early values do NOT yet depend on the nonce. 
In H1 computation only (left column).
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Improvement 7 – 3 more

2 more 32-bit additions are saved by hard coding, 
and more for the next addition 

(again, adding a constant, depends on the constant, average cost maybe saving another 1? addition).

Some 600 extra gates saved. 
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Improvement 8 – 1 More Incremental

We have: nonce
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Improvement X2

Also use Carry Save Adders in message scheduling.

Only 1 full adder in each of (only) 48-3 values which need still to 
be computed. 
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Optimising The Mining
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Future – Dan Kaminsky
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San Diego Bitcoin Conference May 2013

Earlier he said that he has no stakes in ‘this game’. 
Then at minute 40 he claims that the current Bitcoin Proof of Work 
function based on SHA-256 will not survive “the year” (to be replaced 
before end of 2013). He says that assigns zero percent probability that 
“we” will continue with the present POW function”. Back to CPU mining. 

https://www.youtube.com/watch?v=si-2niFDgtI
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SHA-256 to be phased out? 

https://www.youtube.com/watch?v=si-2niFDgtI

HOWEVER:

NOBODY OWNS BITCOIN
We claim the contrary: any attempt to change the POW is close 

to impossible to enforce AND if mandated 
by some group of people, 
it will lead to a SPLIT IN THE BITCOIN COMMUNITY.

An organised divorce of people and software developers who 
will be running two separate block chain versions. 
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I Was Proven Right

1.5 years later it has NOT been changed.

Too much money at stake.
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Other Related Research

[Sergio Demian Lerner]

see 

blog.bettercrypto.com/?p=1874
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Mining In Pools
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Why Pools?

Reason 1. To smooth the gains: Instead of waiting 1 year to get 
25 BTC, why not get a little money every day?

Reason 2. Huge Incertitudes: 

What is my 
hash rate?

Poisson Law:
large stdev
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Why Pools?

Reason 2. Huge Incertitudes: 
Law Of Bitcoin Minining: It follows the Poisson Distribution: 
– If for example in 1 month the miner expect to find 4 blocks, the 

standard deviation is about √4=2.

– In one month he will find 6 is some months he will find 2, sometimes 
he will find 0.

VERY STRESSFUL. Cannot sleep at night. 

• Does my miner work correctly??? Wait for 10 years to see…

• Are other miners cheating? Am I getting a fair share??? 
– [YES, as we will see later miners can cheat and earn more than other miners]
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What Are Pools?

• A group of small/larger miners who work together. Also 
protects their anonymity, also a social dimension: 

• Effectively a cooperative: can provide support, mentoring, 
shared hosting, stats, management apps etc…

• Beware: single point of failure: pool servers.
– can break down, miners will lose millions of dollars.

– can attack the network (for example filter transactions which are 
accepted).
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Major Pools In Existence

Miners tend to flock to the largest pools.
One pool has in 2014 reached 55%. 

They have publicly said: please leave, do not join.

• 50% attack = total control of bitcoin by one single entity. 

Ukraine,
moved to 
UK
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Pools Operation

Question: but is there a “fair and secure” implementation? 

Answer: Probably There Isn’t. 
There is already ample literature on this.
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Bitcoin Share

A proof of effort: allows one to be paid. 

=def= A hash starting with 41 zeros (one in 241 hashes).
Typical value, can be 40 or 43. We obtain 41=32+9 when difficulty=29.

Why difficulty=29=512? 

Optimal value was chosen by your pool manager in order to keep server 
bandwidth and load reasonable, yet have good precision measuring your 
contributed hash power (more smaller events=>low variance). 

Can change in real time if the server cannot cope with current load, or you hash rate is upgraded.

B0

41 zeros
reward paid

66 zeros
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Bitcoin Share

A proof of effort: allows one to be paid.

=def= A hash starting with 32 zeros (one in 232 hashes).

B0

41 zeros
reward paid

66 zeros

B0 B1
66 zeros66 zeros

much later, after some 225 shares have been found…

new block

66=41+25
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Trouble With Mining Management

Q: How to prevent people from hiding their “winning ticket” 
from the pool? Maybe embed information about “the pool“ inside each 
potential block data. Not enough: 

*Solution 1: Mine with a private key known to individual miners? 

Allows all miners to cheat. 

We would need to trust the network (e.g. other miners) not to accept 
this block outside of the pool. Seems impossible. 

Solution 2: Mine with a private key not known to individual miners! 

Allows the pool manager to steal the money.  Must be trusted.
BTW. This risk is mitigated by frequent pay-outs

The only plausible solution in existence.
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*Stale/Rejected Shares

No precise definition, 

Used when large quantities of shares out of date are produced, 
problem in a pool where miners have not been notified that 
their work is out of date.

(it might however re-become good later) due to fork situations.

B0 B1

41 zeros
useless 
share…

66 zeros66 zeros

41 zeros
reward 
granted
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**Dupe Shares

Apparently in certain pools it does happen that 2 people 
produced the same share. 

Short answer: Pools should be designed in such a way that it 
does not happen… 
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Attacks: 

Pool Hopping Attack
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Pool Hopping

The ``Pool Hopping Attack'' was amply studied by Rosenfeld

It allows malicious miners to obtain gains which are in 
proportion higher than their fair share.

How? 

Remember the pools work like a lottery, a group of people plays 
together for up to 1 winning ticket to share.
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Pool Hopping – Main Idea

If a miner mines in a pool in which a lot of shares have already 
been submitted and no block has yet been found, 
he will gain less in expectation because the reward will be 
shared with the miners who have contributed to this pool. 

Therefore at a certain moment it may be profitable to stop 
mining in this pool and contribute elsewhere (reward will be 
shared with less people).

This remains valid even if the pools penalize leavers and refuse 
to pay for their contribution if they do not mine for a complete 
``shift''. It is still profitable for miners to quit and mine for 
another pool (or mine independently).
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Pool Hopping – Defenses

This attack works more or less well depending on how exactly 
pools are managed and also depending on the actions of 
other miners.

It can be shown that hoppers will earn more than normal 
``continuous'' miners.

Various reward and pool management methods have been 
proposed in order to discourage pool hopping and some 
reward methods can be shown to be immune to this attack.

[cf. Rosenfeld works]
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Attacks: 

- Mining Cartel Attack
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Mining Cartel Attack

50% of miners decide to totally ignore blocks mined by other 
people. Likely to always succeed. 

Only subversive miners make money from mining.

(there is no need to cheat on transactions, would also be 
possible for 50% of miners).
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Attacks: 

- Difficulty Raising Attack
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*Difficulty Raising Attack

Very theoretical, powerful adversary.

[Lear Bahack 2013] 

A powerful attacker is secretly preparing an alternative version 
of the blockchain.

At the same time he is manipulating the automatic difficulty 
adjustment mechanism in his secret chain in order to 
increase the probability of eventually that his chain will be 
recognized as surpassing the public honest chain.

If this happens, the attacker reveals his secret chain.

This can be used to commit double-spending or to cancel some 
transactions.
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Confidential Crypto 
Optimisation Attack
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Confidential Crypto Optimization Attack

A group of miners hire cryptologists to develop a secret method 
to mine more efficiently.

Similar but better than 39% gain of: 

Nicolas Courtois, Marek Grajek, Rahul Naik:

The Unreasonable Fundamental Incertitudes Behind Bitcoin 
Mining, http://arxiv.org/abs/1310.7935
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Selfish Mining and 
Block Discarding Attacks [2013]



Crypto Currencies Mining

Selfish Mining Attacks

Proposed independently by Eyal-Sirer [Cornell] 
and also by Bahack [Open Univ. of Israel] in 2013.

It is about building secret extensions and disclosing them later.

• In fact this is a very theoretical attack, 
most probably without a lot of practical importance…

• It relies entirely on “very rare events”, 
– most of the time there is no advantage to the attacker.

wasted 
effort

reward
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Selfish Mining Attacks

Assumption 1:

If there is the longest chain in the bitcoin blockchain, 
everybody mines on it. Called “consensus” 
Doing otherwise would be really stupid. 
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Selfish Mining Attacks

Assumption 2:

At any moment during the attack there are up to two competitive 
public branches one of which can have a secret extension.

• we have either just one branch 
(with possibly a secret extension 
by the attacker’s)

• or a public fork 
with two branches of equal depth k 

in the case of a fork one branch 
is composed solely 
of honest miner's blocks 
and the other is composed solely of attacker's blocks 
(which at moments can have a secret extension).
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Selective Disclosure

Attackers keep their blocks secret for some time, in order to 
make the honest majority lose energy mining on obsolete 
blocks.

However when other find a block, subversive miners disclose 
their ASAP. Known to them A BIT earlier. Small advantage.
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Fork Strategies

Subversive Miners mine on their own branch only.

Honest miners mine on both, depending on network 
propagation[current state]. 

• received first [current bitcoin software]

• or chosen at random [suggested countermeasure]

OR
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Overall Result

Subversive miners can earn a bit more. 
Not a big deal.

Remark[Courtois]

this attack is all about 

events which almost 

never happen 

in the current 

bitcoin network.

Unlikely to get 
very significant…

e.g.

later wasted
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Fix It?

Countermeasure 1: [Cornell researchers]

There is no minority attack if honest miners mine at random.

Countermeasure 2: [Bahack]: 

Fork punishment [for all miners]. 
Will make the attack completely insignificant… 
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Our New Paper

[2014]
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Block Withholding Attacks

Cf. Nicolas Courtois, Lear Bahack:

On Subversive Miner Strategies and Block Withholding Attack

in Bitcoin Digital Currency http://arxiv.org/abs/1402.1718



Crypto Currencies

Main Result

We revisit a known idea: block withholding.

The miners mine in pools, they report shares but in (very rare) 
case when they find the ‘winning’ tickets. 

We show that this attack cannot be detected, not even in 
theory.

We show that for very large pools, it will be visible, but nobody 
can say who is responsible. 

This attack was known [Rosenfeld] and in the initial version the 
subversive miners gained nothing: everybody lost.
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Our Block Withholding Attack

We propose a better version, 
in which subversive miners DO get more than their fair share.

It is very simple:

• 50 % of subversive miners withhold blocks they find

• 50 % mine solo normally (or in other pools).

We show that: 50-50 split maximizes the gain. 

We claim that this simple attack is by far more practical and 
more realistic than the Cornell attack [1000s of press 
reports].
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Breaking News!

On 13 June 2014 it was reported that 
a large-scale block-withholding attack 
as described in our paper (or a variant), see Section XI-A
was executed against the mining pool Eligius

• probably run by large miner earning millions of dollars 

• OR run by a mining pool without knowledge of individual miners

see

https://bitcointalk.org/?topic=441465.msg7282674
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Breaking News!

13 June 2014 

a large-scale block-withholding attack 
was executed against the mining pool Eligius

https://bitcointalk.org/?topic=441465.msg7282674

There is no proof it worked exactly as we say. 

• Losses are very substantial and were estimated to be about 
300 BTC - at the expense of honest miners (apparently). 
– This is 186,000 USD at recent prices
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Many Researchers Get It Wrong:

In the same blog post we read:

"the attacker does not gain any direct benefit by performing the attack". 

https://bitcointalk.org/?topic=441465.msg7282674

Cornell researchers claim that same in their blog post written on the same 
day: "the attacker doesn't gain anything from this behavior, either; it's 
purely destructive". 

Source: http://hackingdistributed.com/2014/06/13/time-for-a-hard-bitcoin-
fork/#sthash.uc9I6ink.dpuf

Again the attack is trivially profitable as shown in our paper and if 186,000 
USD was lost to honest miners,  probably half of this sum was earner by 
the attackers (like 150 BTC profit) assuming they DID apply our optimal 
50-50 strategy [see the paper].
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Further Events

Eligius pool managers have contacted the “rogue” miners. 

They have made public their bitcoin addresses:

17JkL94B2ngJg4QQZuiozDQjnxXB6B7yTc  and 

1Gu8zxRi8cyENV8CQe52D7QEsiZ7ruT73u

Would they use many addresses with smaller payouts, the attack would 
probably nave been detected (see my slides/paper about standard 
deviation).
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Rogue Miners

17JkL94B2ngJg4QQZuiozDQjnxXB6B7yTc 

1Gu8zxRi8cyENV8CQe52D7QEsiZ7ruT73u

Eligius pool managers have blocked assets worth 200 BTC belonging to the 
attackers (balances not yet paid, due to a delay). 

=> Considered stolen property belonging to the other miners.

• The attackers have threatened puting a 200 BTC bounty on hacking Eligius.

• more  recently,  their  behaviors have extended  to additional  ultimatums,

• arbitrary deadlines, 

• demanding 1164%   interest  on  the payout , 

• etc .
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MITM Attacks?
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Possible Goals

• abuse miners

• steal the money (harder)

There are many other possible goals: e.g. block withholding attacks etc.
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Stratum Protocol
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Stratum

Protocol developed since  Dec. 2011 as a ‘layer above’ the BTC network.

• Like super-nodes doing super work.

• Some bitcoin-related services.

For example: 

• Distribution of metadata which are NOT recorded in the blockchain:
– for example: signed messages about seeing something: against 51% attacks…

• Queries from trusted nodes by “light nodes”, 
– like ask about transactions for a list of addresses etc.

• Possibly supporting alt coins or alt-chains… lots of possibilities.

Messages are formatted as plain text JSON-RPC (Remote Procedure Call).

• a line-based protocol  using plain TCP socketx

• payload id encoded as  JSON-RPC messages
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Stratum: Power Shift [After December 2011]

With Stratum 
“miners  cannot choose Bitcoin transactions on their own”. 

Source: The designer of Stratum: https://mining.bitcoin.cz/stratum-mining

• The author claimed that 

"99% of real miners don’t care about transaction selection anyway“

• Key point in history where bitcoin became more centralized
AND miners lost control of what they mine

Future: “I  already have some ideas for Stratum mining protocol  extension, where miners  will  be able to 
suggest their own merkle branch (I call it internally “democratic mining”), which will solve such issues as 
centralized selection of transactions. For now I decided to focus on such a solution, 
which will fit to majority of miners and do some extensions later.

Previous solution was: “getblocktemplate over HTTP”, it did allow miners to choose… did not scale up well.
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A Birth of a Cartel

A tiny bit earlier, the bitcoin open community has developed 
a superior* decentralized solution 
GBT (GetBlockTemplate)  or BIP 22/23
https://en.bitcoin.it/wiki/Getblocktemplate

*well actually slush claimed that Stratum is more practical in all aspects except… on centralisation
see Section “Stratum versus getblocktemplate” in https://mining.bitcoin.cz/stratum-mining

Stratum was backed by a major mining pool and GBT adoption suffered.

 a cartel of two sorts of super highly centralized entities has emerged:
– designers of mining ASICs and people who run pool managers. 

These people together were able to impose a protocol which represents 
their interest, and which makes centralization possible, possibly forever.

– a sort of hold-up: bitcoin became maybe irreversibly centralized
by adopting a protocol which shifts the power to pool managers 

– irreversible unless miners revolt! 
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JSON-RPC 

RPC=Remote Procedure Call, 

Example of JSON-RPC:
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Stratum in Pooled Mining [Most Pools]

Pushing work: 

• Work is sent to miners.

• They can carry on for a very long time, without contacting the server.
– they send shares with an asynchronous socket, not opening/closing HTTP connections.

• At one moment the work suddenly becomes obsolete,
– the server notifies immediately and sends new work. 

Miner side: 

• Every 232 steps or so miners increment a counter in the coinbase 
transaction (they run out of nonces, there is also certain flexibility in 
ntime=current timestamp in seconds).

• They are also allowed???? To build a new Merkle root adding latest 
transactions???
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Overview
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Stratum Stages

1. Subscription/connection

2. Authorize a worker

3. Server work => worker

4. Shares <= server
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Subscribe

1. Subscription/connection

2. Authorize a worker

3. Server work => worker

4. Shares <= server

Server Worker
=> ExtraNonce1
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Real-Life Subscribe Example [Eligius]
<= {"id": 3011861, "method": "mining.subscribe", "params": 
["cgminer/3.8.1", "9036b608000000001"]}
=> {"result": [[["mining.notify", "d0e07910000000001"], 
["mining.set_difficulty", "d0e07910000000002"]], "d0e0791000000000", 4], 
"id": 3011861, "error": null} 

ExtraNonce1

size(ExtraNonce2)
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Real-Life Subscribe Example [DiscusFish]
<= {"id": 242, "method": "mining.subscribe", "params": 
["cgminer/3.8.1", "f66bee79"]}
=> {"id":242,"result":[[["mining.notify","60999f56"], 
["mining.set_difficulty","mining.set_difficulty"]],"60999f56",4],"error":null}

size(ExtraNonce2)

ExtraNonce1
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Another Example Found
<= {"id": 1 "method": "mining.subscribe", "params": []}
=> {"id": 1, "result": [[["mining.set_difficulty", 
"b4b6693b72a50c7116db18d6497cac52"], ["mining.notify", 
"ae6812eb4cd7735a302a8a9dd95cf71f"]], "08000002", 4], "error": null}

are these 2 hard-coded 
constants? 

https://github.com/Stratehm/stratum-
proxy/blob/master/src/main/java/strat/min
ing/stratum/proxy/worker/StratumWorker

Connection.java
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Details
<= {"id": 1 "method": "mining.subscribe", "params": []}
=> {"id": 1, "result": [[["mining.set_difficulty", 
"b4b6693b72a50c7116db18d6497cac52"], ["mining.notify", 
"ae6812eb4cd7735a302a8a9dd95cf71f"]], "08000002", 4], "error": null}

ExtraNonce1

size(ExtraNonce2)
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Authorize – Just After Subscribe

1. Subscription/connection

2. Authorize a worker

3. Server work => worker

4. Shares <= server

Server Worker
=> ExtraNonce1

Miner Name <=
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Authorize Details

=> {"params": ["miner_name", "password"], 
"id": 2, "method": "mining.authorize"}

<=  {"result": true, "id": 2, "error": null}

not required



Crypto Currencies

3-4. Mine!

1. Subscription/connection

2. Authorize a worker

3. Server work => worker

4. Shares <= server

Server Worker

3.

4.

once

…flow…



3. Server Work Communication (mining job)

– timestamp

– prevhash

– coinbase1

– coinbase2

– merkle 
branches 

– version

– nbits

– ntime

– clean jobs 

8-11 observed

(Eligius)

makes the attacks detectable



4a. Worker Submissions (submitting a share)

– address of the miner

– time stamp 

– ExtraNonce2 

– ntime

– nonce 

– job ID

genuine example, real data!
(Eligius pool) 

<= {"params": [“…my payout address…..", 
"1411838942 347213", "e1210000", "5426f3de", "a14b7d5f"], 
"id": 3012184, "method": "mining.submit"} 



4a. Worker Submissions (submitting a share)

– address of the miner

– time stamp 

– ExtraNonce2 

– ntime

– nonce 

– job ID

genuine example, real data! 

Q: How does the pool 
know it is correct?

<= {"params": [“…my payout address…..", 
"1411838942 347213", "e1210000", "5426f3de", "a14b7d5f"], 
"id": 3012184, "method": "mining.submit"} 



4a. Worker Submissions (submitting a share)

– address of the miner

– time stamp 

– ExtraNonce2 

– ntime

– nonce 

– job ID

genuine example, real data! 

Q: How does the pool 
know it is correct?

MUST RECOMPUTE 
THE WHOLE BLOCK!

<= {"params": [“…my payout address…..", 
"1411838942 347213", "e1210000", "5426f3de", "a14b7d5f"], 
"id": 3012184, "method": "mining.submit"} 



4b. Building Coinbase Transaction =

• Coinbase1 + Extranonce1 + Extranonce2 (padded) + Coinbase2

Extranonce2 = 0,1,2, etc….

Typically on 4 bytes.

Each value allow the miner to check 232 nonces.



4c. Building Merkle Root

The coinbase transaction is passed through a double SHA256 to get the a hash value. 
Combine it with the first merkle branch, and double SHA256 the combined string. 
Then take that result, and do the same thing with the next merkle branch, 
repeating this process until all merkle branch hashes have been combined with previous results. 
The final result is a unique merkle root for the block header.



Difficulty [can be frequently changed]

=> Roughly speaking it is adjusted 
so that we  have one message every 
1-30 seconds…



Example: 

Hash rate = 512 * 232 / (435s / 158 shares)
= 799 GH/s

Time period Shares submitted Difficulty Frequency 

435s 158 512 0.36/s 
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***Scenario H0hashed data from 
previous transactions

POOL 
MANAGER



Conclusion

• The security of Bitcoin against 51% and double-
spending attacks is beyond the scope of the strict 
open-source system and code created by the 
anonymous founder Satoshi Nakamoto.

• Satoshi did not predict pooled mining. 

• The content of the bitcoin clockhain depends on the 
Stratum protocol specified later [early 2012].
• this decision broke bitcoin, 

• it has become VERY HIGHLY centralized, 10 major 
pools control 75% of mining power. Miners have no 
control on the exact content of bitcoin blockchain. 

Bitcoin is NOT a decentralized system yet.
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220 Nicolas T. Courtois 2009-2014

**Large 
Scale 
Attacks
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**Buying a Fork

A fork in the main chain 
can be created retroactively… 

 In order to cheat: roll-back one or many large transactions 
from 0-4Y ago.

However high is the bitcoin price at any moment in the future, 
we have the following problem: in the future the percentage 
of newly created coins in 4 years (>= the price of roll-back), 
is becoming increasingly small compared to all the existing 
money in circulation in the Bitcoin network…

So money at risk in BTC increases or stabilizes, cost to mine 
full 4 years in BTC does DECREASE every 4 years! 


