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Our Works on Bitcoin 9

- blog.bettercrypto.com

-Nicolas Courtois, Marek Grajek, Rahul Naik: The Unreasonable Fundamental Incertitudes
Behind Bitcoin Mining, http://arxiv.org/abs/1310.7935

-Nicolas Courtois, Marek Grajek, Rahul Naik: Optimizing SHA256 in Bitcoin Mining, CSS 2014.
-Nicolas Courtois, Lear Bahack: On Subversive Miner Strategies and Block Withholding Attack
in Bitcoin Digital Currency http://arxiv.org/abs/1402.1718

-Nicolas Courtois: On The Longest Chain Rule and Programmed Self-Destruction of Crypto
Currencies

= Section 2.6: Analysis of Bitcoin From The Point of V' iew of Investors

-Nicolas T. Courtois, Pinar Emirdag and Daniel A. Nagy: Could Bitcoin Transactions Be 100x
Faster? In proceedings of SECRYPT 2014, 28-30 August 2014, Vienna, Austria.

-Poster: http://www.nicolascourtois.com/bitcoin/POSTER 100x Secrypt2014 v1.0.pdf
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Introducing Bitcoin

o N

Nicolas T. Courtois 2009-2014 m.
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Bitcoin In A Nutshell 9

» Dbitocoins are cryptographic tokens
— stored by people on their PCs or mobile phones

« ownership is achieved through digital signatures:
— you have a certain cryptographic key, you have the money.
— publicly verifiable, only one entity can sign

e consensus-driven, a distributed system which has no central authority
— but I will not claim it is decentralized, this is simply not true!
— a major innovation is that financial transactions CAN be executed and policed without
trusted authorities. Bitcoin is a sort of financial cooperative or a distributed business.
* Dbased on self-interest:

— agroup of some 100 K people called bitcoin miners own the bitcoin “infrastructure”
which has costed about 0.5-1 billion dollars (estimation)

— they make money from newly created bitcoins and fees
— at the same time they approve and check the transactions.
— adistributed electronic notary system

Nicolas T. Courtois 2009-2014 m.




Crypto Currencies d

Poland = 3" Place Worldwide

http://www.businessinsider.com/bitcoin-is-going-to-take-off--just-probably-not-thanks-to-anyone-you-know-2014-6

YTD Bitcoin software downloads per million residents
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Two Key Concepts

O

 initially money are attributed through Proof Of Work (POW)
to one public key A

— to earn bitcoins one has to “work” (hashing) and consume energy (pay for electricity)
— in order to cheat one needs to work even much more (be more powerful than the whole
network, for a short while)

 money transfer from public key A to public key B:
— like signing a transfer in front of one notary whic h confirms the

signature ,
— multiple confirmations: another notary will re-confirm it, then another, etc...

— we do NOT need to assume that ALL these notaries are honest.
» atthe end it becomes too costly to cheat

6 Nicolas T. Courtois 2009-2014
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Miracle Of Bitcoin
Removes two pillars of money:

e “trust’
=> P2P self-regulation
<= self-interest?

* legal/government protection and policing
=> anarchy!

Nicolas T. Courtois 2009-2014
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Citations
Bitcoin Is:
« Wild West of our time [Anderson-Rosenberg]

I STARTED
AN ONLINE
MARKETPLACE
FOR DUMB
CRIMINALS.

AS SOON AS I GET
ENOUGH USERS, T1LL
STEAL ALL OF THEIR

BITCOINS.
BUWHAHAHAHA!

I/

Dilber.com DilbenCanconisi@gamail com
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Play Money?

A distinction play vs. real money has almost disappeared recently.

© 2014 Geek Culture

9 Nicolas T. Courtois 2009-2014
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Bitcoin=Freedom

A payment system in which

it is THE PAYER who initiates the transaction
controls the amount being paid

money and payments are stored outside of the
ban k| ng SyStem [erodes the dominant position of banks]

money cannot be confiscated [cf. Cyprus banks].

It challenges fractional reserve banking [new!] and
forces finance to become more “transparent”

“Troubled” bitcoin [The Economist May 2014]

IS certainly Is here to stay

=> put now must face all sorts of competition and technical reforms [our work]

10

Nicolas T. Courtois 2009-2014 m.
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In Practice

1Lke9VyQHixh
8zxteh7mENSr
4dwsX5N6BeN

249.9 mBTC

~SD 184.43

Send Receive
1 BTC ~ USD 738.

11 Nicolas T. Courtois 2009-2014
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P2P Payment

12

Nicolas T. Courtois 2009-2014 m.
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Bitcoin Network

* Peer to peer, decentralized, no central
authority, one ASIC one vote,

=> no third party risk [no need to trust the banker!]

e Knows no limits, borders, laws, etc...

o Computers connected into a P2P network...
e Every transaction can be downloaded by anyone...

13

Nicolas T. Courtois 2009-2014
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Network Properties 9

Satoshi original idea [cf. Sect. 5 In his paper]:
— everybody participates equally

14

Nicolas T. Courtois 2009-2014
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The Reality Is VERY Different!

In violation of the original idea of Satoshi Bitcoin network has
now 3 sorts of VERY DIFFERENT ENTITIES

— only “rich people” are mining
« 100,000 people maybe

— some “full nodes”: they trust no one
e 5,000 only

— wallet-only nodes
« millions but not very active

15

Nicolas T. Courtois 2009-2014
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16

*Panic — May 2014 9
# active nodes << #miners
oK << 100K

wiwy coindesk com /bitcoin-nodes-need/

VYWaning support

Looking at a 60-day chart of bitcoin nodes shows that the number has gone down
significantly. It went from 10,000 reachable nodes in early March to below 8,000 at
the bedginning of May,

oot -
B hble soden guneg the et 0D days 1oAY O

plroat

D

EADD
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Digital Currency

4
|
. _,'.‘I,-I‘."- = v
i i
i e

17

Nicolas T. Courtois 2009-2014 m.



Crypto Currencies d

Digital Currency

=>PK-based Currency,
an important modern application of Digital Signatures!

&

4

18 Nicolas T. Courtois 2009-2014
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Main Problem:

This capabillity can be “spent twice”.

Avoiding this “Double Spending” is the main problem
when designing a digital currency system.

NOT yet solved in a satisfactory way, instability, slow transactions, more about this later.
Cf. Nicolas Courtois: On The Longest Chain Rule and Programmed Self-Destruction of Crypto Currencies http://arxiv.org/abs/1405.0534

19 Nicolas T. Courtois 2009-2014
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Crypto
4

i

20 Nicolas T. Courtois 2009-2014
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**Crypto Citations
About Bitcoin:

 The accuracy of past transactions Is
guaranteed by cryptography,

21

Nicolas T. Courtois 2009-2014
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SHAZ256
« SHA-256 hash function nput
» provides integrity of everything ;{; ét{le:

[hard to modify]

22

Nicolas T. Courtois 2009-2014
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Block Chain

23 Nicolas T. Courtois 2009-2014
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Bitcoin Mining

miner’s

 Minting: creation of new currency.
J y public key

e Confirmation+re-confirmation

i data from previous
of older transactions P

transactions RNG

l

Random Oracle — like mechanism

HASH
Ownership:
— “policed by majority of miners”: l
— only the owner can transfer
[a part of] 25 BTC produced. must start with 66 zeros

24 Nicolas T. Courtois 2009-2014
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Def: e

A transaction database

shared by everyone.

Also a ledger.

Every transaction

since ever is public.

Each bitcoin “piece” is
a union of things uniquely traced

to their origin in time
(cf. same as for several banknotes

Block Chalin
i)
Block 1
Y Block3
o

due to SN)

25 Nicolas T. Courtois 2009-2014
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Hash Power => Security???

Sams writes: "The amount of capital collectively burned hashing fixes the
capital outlay required of an attacker [...] to have a meaningful chance of
orchestrating a successful double-spend attack [...]

NO THIS IS MISTAKEN
(see our paper)

26 Nicolas T. Courtois 2009-2014
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Hash Rate GHfs

Crazy Hash Power Increase

Nearly doubled every month... 1000x in 1 year.

70,000,000
0,000,000
50,000,000

40,000,000
Hash Rate

Source; blockchain. info
15, Apr'13oTa. Apr 14
30,000,000

20,000,000

10,000,000

A

1
o .'[Hash Rate GH/s 62,173 | —
My 13 Jun'ts Jul'ls Aug s Sep'13 Oct'1 s Mow 13 Dec'13 Jan'14 Febr'14 Mar '14 Apr T4

Thm:

1 1 1
1+ -4 —F-+...=2
tytitgt

2
the total income is only twice the income for the first mnnth.m.
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Bitcoin Address

To: 1EEZCciWYWSsBLEZxSeQWEpcm]PCgoXdild
Amount: 1.0 BTC

(SEND )

28

Nicolas T. Courtois 2009-2014
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Ledger-Based Currency

A “Bitcoin Address” = a sort of equivalent of a bank account.

29

Nicolas T. Courtois 2009-2014
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Bitcoin Ownership

Amounts of money are attributed to public keys.

Owner of a certain “Attribution to PK” can at any moment
transfer it to some other PK (== another address).

B2 %
i ;Hi\% -
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Transfer

To: 1EZCcfWyYWSsBLZxSeQWIpcem] PCgoXdi3d
Amount: 1.0 BTC

31 Nicolas T. Courtois 2009-2014
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Bitcoin Transfer

Transactions have multiple inputs and multiple outputs.

0.2 BTC 1.3 BTC

Transaction Signed by All Owners with their SK

| | \

1.0BTC 0.499 BTC \

0.001 BTC

32 Nicolas T. Courtois 2009-2014




Crypto Currencies h

Bitcoin
Mining

33 Nicolas T. Courtois 2009-201AB|TCO|N M I N ER
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Bitcoin vs. Klondike

2012-2014 1896-1899
>100,000 miners 100,000 miners,
4,000 struck gold

maybe ¥z - ¥47?7?? were
victims of scams and paid
for miners were not
delivered in reasonable
time

> BITCOIN MINER®
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Bitcoin Mining

e Minting: creation of new currency.

Creation of “money” |
: : data from previous
+re-confirmation ransactions
of older transactions l

HASH

/ \Y
f -\.‘ \l/
/ . \
'y - B N\
. X \

BITCOIN MINER

36 Nicolas T. Courtois 2009-2014 m.
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Block Chain

Def: e

The bitcoin transaction
database shared Block 1
by everyone.
Y Rlock?

37
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Bitcoin Ownership

miner’s
0 i public key
wnersnip:
P data from previous

— “policed by miners”: transactions RNG

l

HASH

l

must start with 66 zeros

38 Nicolas T. Courtois 2009-2014
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Bitcoin Mining

e Minting: creation of new currency. miners

_ _ _ public key
Creation+re-confirmation

i data from previous
of older transactions P

transactions RNG

l

Random Oracle — like mechanism

HASH
Means: treat as a DETERMINISTIC
black box which answers at random. l
YES itis. .. must start with 66 zeros

However now I’'m going to show it isn't.

39 Nicolas T. Courtois 2009-2014
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Bitcoin Mining

e Minting: creation of new currency. miners

_ _ _ public key
Creation+re-confirmation

i data from previous
of older transactions P

transactions RNG

l

Random Oracle — like mechanism

HASH
Means: treat as a DETERMINISTIC
black box which answers at random. l
YES it is must start with 66 zeros

However now I’'m going to show it isn't.
Marginal improvement (a constant factor)

40 Nicolas T. Courtois 2009-2014
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Five Generations of Miners

.. IT PAID
1. CPU Mlnlng OFF MY
MORTGAGE
BY MINING
BITCOINS.

;

Example:
Core 15 2600K, 17.3 Mh/s, 8 threads, 75W

CPU = about 4000 W / Gh/s

41
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Four Generations

ﬂﬁk

Nicolas T. Courtois 2009-2014

42
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Four Generations of Miners

2. GPU Mining

Example:

NVIDIA Quadro NVS 3100M, 16 cores, 3.6 Mh/s, 14W

CPU = about 4000 W / Gh/s, in this case
GPU = about 4000 W / Gh/s, in this case

Who said GPU was better than CPU?

Not always.

43

Nicolas T. Courtois 2009-2014

CPU/GPU Architecture Comparison

CPU
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Four Generations of Miners
3. FPGA Mining

Example:
ModMiner Quad, 4 FPGA chips, 800 Mh/s, 40W

CPU,GPU = about 4000 W / Gh/s
FPGA = about 50 W / Gh/s, In this case

44 Nicolas T. Courtois 2009-2014
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Four Generations of Miners
3. FPGA Mining

Example:
ModMiner Quad, 4 FPGA chips, 800 Mh/s, 40W

CPU,GPU = about 4000 W / Gh/s
FPGA = about 50 W / Gh/s

100x less energy.

45
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Five Generations of Miners

FPGA: 100x less energy.

Still much less with ASIC:
Good points: asynchronous logic, arbitrary gates, etc..

Drawback: hard to update!

Another 10 — 100 times improvement.

(100x is cheating:
| was comparing one 28 nm ASIC
to one 45 nm FPGA)

46 Nicolas T. Courtois 2009-2014
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Five Generations of Miners

4. ASIC Miners

CPU,GPU = about 4000 W / Gh/s
FPGA = about 50 W / Gh/s
ASIC = now down to 0.35 W / Gh/s

Overall we have improved the efficiency 10,000 times since
Satoshi started mining in early 20009...

Like 1000% per year improvement.

Nicolas T. Courtois 2009-2014

47
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Hash Rate GHfs

70,000,000
&0,000,000
50,000,000
40,000,000
0,000,000
20,000,000
10,000,000

0

48

Hash Rate - Doubled Nearly Every Month!

1000x in 1Y

Saurce: blackchain.infa

Hash Rate
Source: blockchain. info
15, Apr'13-13 Apr'ld

1
.'{Hash Rate GH/s 62,173 |
fday 13 Jurn 13 Jul'ls Aug '3

Nicolas T. Courtois 2009-2014
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Recently Still +60% Every Month

300,000,000

750,000,000

Hash Rate GHfs 244 665,273

200,000,000
]
T 150,000,000
%] ;
% Saurce: blackchain.infa
& LAVA
=
# 100,000,000 -
o

50,000,000

Oct'l3 Mow '13 Dec'13 Jan'14 Feb 14 Mar'14 Apr 14 Pay 14 Jun'14 Jul'14 Aug'ld Sep 14

49 Nicolas T. Courtois 2009-2014
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Five Generations of Miners!

5. Quantum Miners?

Business Law:

Every technology
Improved by

2,600,000,000
1,000,000,000

100,000,000 4

30%, 67%;
each year?

why not 1000% 2?7

50 Nicolas T. Courtois 2009-2(

Transistor count

10,000,000

1,000,000

100,000 -

10,000 -

2,300 -
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BUtterﬂy | abs MEUTTERFLYLAES T

What's New?  Articles Blogs FAQ Classifieds

and thelr Mewe Posts FAQ Calendar Comimunity = Forum &ctions * Quick Links «

ang ry CUStOmerS # Forum & Butterfly Labs & Post Sales & Customer Service & [ am angry because

Thread: I am angry because.....
LinkEack= Thread Tools=  Search Thread= Display = 10-22-2013. 01:08 PR 21
my 3rd minirig arder from 31 Oct 2012 hasn't shipped vet either!

I am not getting a reply to ry email Refund because of {again!) delayed shipping?
By BFL_Josh in forum Freguently dsked By Frizz23 in forum Pre-Sales Questions
Replies: 2 Replies: 14

Last Post: 02-22-2013, 01:51 PM Last Post: 10-25-2012, 0224 PM

Promised 1 W per GH/s, delivered 3.2 W to customers
@ BFL power consumption / Charity Donation

March 29, 2013, 07:40:01 AM
w BUTTERFLYLABS ——

We are so confident In our power consurnption

If our power targets end up consurming maore than 11w of power per qigahash, we will donate 1000 BTIC to
charity! How 15 that for confidence in our power usage?

§ -uch
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Better Miners: less nm

KNC VS. BitFury VS. Butterfly




Payment and Crypto Currencies Mining d

AS I CS WBUTTERFLYLABS 32 W

What's New? Articles Forum Blogs

-
C O I I l p ar I S O n Mew Posts FAG Calendar Communty = Forum Aclions ¥ Quick Links «

# Forum ¢ Butterfly Labs ¢ Post Sales & Customer Service % I am angry because.....

By power / Gh/ S Thread: I am angry because.....

LinkBack> Thread Tools> Search Thread~ Display > 10-22-2013. 01:08 PM #1
my 3rd minirig order from 31 Oct 2012 hasn't shipped yet either!

I am not getting a reply to my email Refund because of (again!) delayed shipping?

O 35 W low power mode
EITMINE

Y For serious miners

cf. https://en.bitcoin.it/wiki/Mining hardware comparis on

Blue Fury USB ASIC Bitcoin miner 2.2 to

ltem condifion; Mew

27d 02h (18 Mow, 2013 Z0:40:56 GMT)

Time left: 2 i [
W Claantity 1 5 available /2 zold
Pice. £103.99

Added o your bask

23 Nicolas T. Courtois 2010-2013
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Criminal

Scams o
See hitcoinscammers.com

25/ fwewwy hashiblaster .com

[ Infoi@hashbisster com @ Thea-Leymann-Strale 47, Ezzen, Germany

# HASHBLASTER HIOME TECH SPECS FAQ ABOUT LS CONTACT US PRE-OR

the first 20nm bitcoin miner
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Immoral Business Practice

By consumers, for consumers.. .

| do not now a single company

which is totally honest. g!m nennrl@

KNC and Cointerra has been the most honest IMHO,
but worked mostly with pre-orders.

=>huge problem

Class Action Lawsuit: CoinTerra Seeks Out-of-Court
Settlement

Austin Hill +% Follow =
N austinhill E e .ﬁl

I'm preparing a class action lawsuit against
@kncminer for failure to refund, non-

response & I'm alleging fraud. Anyone want
to be included?
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Miners for Cash

Avallable since April 2014.
Quickly falling prices.

Before:

it was IMPOSSIBLE for miners to evaluate the profitability of
their investments.

Waiting for 6 months is like getting.... 50 TIMES smaller return,
like 2% of the original expected income for a miner...

56
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Miners and Poland

;

Carlson/MegaBigPower.com
has a Polish investor:

a Poland-based scientific
research center BiolnfoBank

MegaBigPower.com
also run a pool:

12 PH/s as of 9/2014,
100K$/day

THE MINE megabigpower.com/themine

MegaBigPower's mining operation is diwvided between locations in
Poland and the United States. In the USA, we have nearly two petahash
of bitcoin mining set up in eastern Washington State. The |ocation was
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New Miners

Cointerra Q1 2015:
4.5 TH/s, 1300 W, 2500 USD, 16nm, 14 M$ investment?

=0.29 W per Gh/s

58
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Total Cost? About 1.0 Billion USD

Quick estimation of the cost of hardware as of April 2014
Current hash rate 40,000 Th/s (April 2014)

Assume most people use Neptune first generation which costed
3500 USD for 0.25 Th/s of hash power (better devices exist
frankly just in pre-orders, well for a majority of people).

So current hash rate might have costed 40,000 x 4 x 3,500
USD, so maybe 600 M dollars in hash equipment.

However probably most people still use miners NOT as good as Neptune, then
probably this is 2 times more... So maybe it is already more than 1 billion today.

600 M / 100 K people = 6000 USD typical investment?

Nicolas T. Courtois 2009-2014 m.
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Bitcoin
And Hash Functions

60
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hashed data from

previous transactior\M | N | n g Ove er ew

™ N T~
ver=2 hashPrevBlock hashMerkleRoot timest. target nonce padding+len
32 bits 256 bits 256 bits 32 bits 32 bits 32 bits 384 bits
22

N N %
v ¥ M 3x SHA-256 compression M

256 bits
64R @ HO = l H1 padding+len
== —»| 2356 bits 256 bits
___— y
B4R
256 bits [EEE \ Y /

Goal: find a valid pai f

(merkle_root, nonce)  2s6bis - —
\ which gives 60 bits at O in H2 256 it | 64;3
CISO Problem : ! 000.. 1

Constrained Input Small Output 256 bits
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Y

hashed data from
revious transaction

"

Mining Internals

‘)

4

]

"\

32
A

ver=2 hashPrevBlock hashMerkleRoot timest. target nonce padding+len
32 bits 256 bits 256 bits 32 bits 32 bits 32 bits 384 bits
32
v ! M M
256 bits
64R @ HO e HI padding+len
EE > 256 bits 256 bits
__— y
64R
e [EEE > !
A [B [C|De|Ee | Fy [Ge|He >t Y
Ch() p>(H ™ .
s 256 bits T -
= -/H v 64R
T\ 256 bits
\LH%\LMa}(){J -]
\ \\ \\ \\ \\ \\ \\'Z“ i L
I T T T 256 bits
IAN Bu:l G Dm fm Fm Gm Hm
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Bitcoin
Hash Functions
And Block Ciphers (!)

63 Nicolas T. Courtois 2009-2014
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SHA-256 Compression Function

256
512
% M
29 message
= expansion
blqck cipher
\\ 64 rounds
Sy  30:64
//// ~ LOCY > 3 r:taa%
AV D™ rl:| . . .
aalan 3 cf. Pieprzyk, Matusiewicz et al.
-H 5 |-

256 FEML V)
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Fact;

The process of BitCoin Mining is no different
than a brute force attack on a block cipher:
— Apply the same box many times, with different keys...

— Here the block cipher is a part of a hash function but it does NOT
matter.

* 98% of computational effort is
evaluating this block cipher box with various keys and various inputs

e Like a random oracle.
PLlAIN

BLOCK < KEY

65 Nicolas T. Courtois 2009-2014 CIPHER
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Davies-Meyer

Transforms a block cipher into a hash function.
In SHA-256 we have:
block size=256, 64 rounds, key size=256 expanded 4x.

message block

M i
IV or last hash l
N
64R. E
C
256 bits

66

Nicolas T. Courtois 2009-2014 HASH
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***One Round of SHA-256

cf. Pieprzyk, Matusiewicz et al.

Ch(X,Y,Z) = (X AY)®(-X A Z)
Maij(X, Y, Z)= (XA Y)D(X A Z)D(Y A 2)
3 o(X) = ROTR2(X) @ ROTR™3(X) @® ROTR2(X)

A; B C; D; Ey F &y H; ¥ 1(X) = ROTRS(X) @ ROTR™(X) ® ROTR?(X)
|
v
X Lamm— ® > 2 >
v
< K;
/H * ,\
Y r
« MAJ |« ® @ IF »
\, Py "/ !
< W,
o T . . P . W Y
N e \\L T R R
Y
> <
Y A J Y Y Y Y
Ait1|Bi+1|Cit1|Pit1|EBi1|Fit1|Git1|Hit4a




Optimising Mining
(39% gain w.r.t. best ASIC)

Like Generatlon 4 1.

P S SN : .
68 Nicolas T. Courtois 2009-2014
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M,y

IV
l 512 r
Hashing Block
\ / / of 300+ Bits

ME L padding added
255 al12 |

cf. Pieprzyk, Matusiewicz et al.

b
It
-y

E/
N

i
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M,

2561 512 r

Hashing Block

- Matusiewicz et al.

i
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Padding
message to be hashed padding+len
640 bits 384 bits

\ N /

v

256 bits
64R & - H e
Py
64R Hl

256 bits

256 bits

256 bits
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+ Second Hash

N g N U~
ver=2 hashPrevBlock hashMerkleRoot timest. target nonce padding+len
32 bits 256 bits 256 bits 32 bits 32 bits 32 bits 384 bits
32
v ! M M
256 bits
64R @ HO e H1 padding+len
> 256 bits 256 bits

[;g ) Y ’

T

v [
64R
256 bits

256 bits

000.. g

256 bits
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Inputs

Field Size Description
version 32 bits | Version of the Bitcoin software version creating this block
hashPrevBlock 956 bite Hash of the previous hl.c:ck CDI‘ISI[J.EI'Ed asvalidin jche Bitcoin
network (most of the time there is only one candidate)
i Here a set of recent yet unconfirmed Bitcoin transactions are
R g 256 bits hashed into one single value on 256 bits = the Merkle Root
timestamp 32 bits | Current timestamp in seconds since 1970-01-01 00:00 UTC
target 32 bits | The current Target represented in a compact 32 bit format
: MNonce chosen by the miner, typically goes from 0x00000000
32 bit ’
Henes "™ | to OXFFFFFFFF until the CISO puzzle is solved
padding + |en 384 bits | standard fixed SHA256 padding on 384 bits for Len=640 bits
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Davies-Meyer

Message Block

v 512 Bi
256 Bits fts
) 4
v
Block Cipher
64 Rounds

Yigasdze

l Expansion
A B D

{

Hash
Value
256 Bits
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hashed data from

"

‘)

4

]

"\

Mining Internals

previous transactior\

32
A

ver=2 hashPrevBlock hashMerkleRoot timest. target nonce padding+len
32 bits 256 bits 256 bits 32 bits 32 bits 32 bits 384 bits
32
v ! M M
256 bits
64R @ HO e HI padding+len
EE > 256 bits 256 bits
__— y
64R
e [EEE > !
A [B [C|De|Ee | Fy [Ge|He >t Y
Ch() p>(H ™ .
s 256 bits T -
= -/H v 64R
T\ 256 bits
\LH%\LMa}(){J -]
\ \\ \\ \\ \\ \\ \\'Z“ i L
I T T T 256 bits
IAN Bu:l G Dm fm Fm Gm Hm
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Improvement 1 — Amortized Cost(H0)=0

™ N T~
ver=2 hashPrevBlock hashMerkleRoot timest. target nonce padding+len
32 bits 256 bits 256 bits 32 bits 32 bits 32 bits 384 bits
22

(G N /

v M M
vy v J

256 bits
64R @ HO e H1 padding+len
EE » 256 bits 256 bits
-"#-.-—
64R. \k J/
256 bits E Y

T

256 bits I

v [
64R
256 bits

000.. g

256 bits




Crypto Currencies d

Improvement 2 — Gains 3 Rounds At the End

t=59:
t=60:
t=61:
t=62:
t=f3:

A
BEAEBFFF
BB5EZ2CE9
@40240D6C
D39AZ2165
S@GE3058

B C
FFE7R472 CRGZD4EF
BGAEEFFF FFE7O472
BESEZCED BGAEEFFF
@4D24D6C BRSEZCE9
D39A2165 @4D24D6C

D E F G H
FCD1BE7E B21BAD3D GDE3BFCE TE44008E 9B5E906C
Co62ZD46F SEEFENES% E21BAD3D 6D33BFCE VE44@@BE
FFEVQ472 948D25B¢ SELFRE9% B21BAD3D eDB3BFCE
BEAESFFF FB121219 948D25B6 @ELESESE B21BAD3D
B25E2CE9 SEFS50F24 FB121219 248D25E6 SELFSESS
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Improvement 3

Gains
3 Rounds
At the
Beginning

they do NOT depend
on the nonce

computation of H1

computation of H2

Round t 32 bit W, Description Round t 32 bit W, Description
_———— -
2 Bits of
ORI 1] R H1
hashMerkieRoot :
1 AR timestamp 1 R Hi,
ORI 2 R Hi,
\_/
nonce [D0000000
3 BRI 3 R Hi,
to FFFFFFFF) -
4 020000000 pedding starts 4 R Hi,
5 000000000 | 5 R R Hi,
6 000000000 | 6 R Hi,
7 000000000 | 7 TR Hi,
g 000000000 | g 080000000 Pzdding Starts
9 000000000 | 9 000000000 |
14 000000000 | 14 000000000 |
11 000000000 | 11 000000000 |
12 000000000 | 12 000000000 |
13 000000000 pedding ends 13 000000000 Padding Ends
14 000000000 length H 14 000000000 length H
15 000000280 length L 15 000000100 length L
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Improvement 4

Incremental
Computation

computation of H1

computation of H2

Round t 32 bit W, Description Round t 32 bit W, Description
last 32 Bits of
0 X000 0 OO0 H1
hashMerkleRoot :
1 X000 timestamp 1 OO0 Hi.
2 OO0 target 2 OO0 Hi.
3 oo | nence a0 3 OO H1
to FFFFFFE s
4 0x80000000 | padding starts 4 OO0 Hi.
[ 0x00000000 | [ OO0 Hi.
g 0x00000000 | g OO0 Hi.
7 0:00000000 | 7 MO Hi.
8 0x00000000 | 8 0x80000000 | Padding Starts
| 0x00000000 | | 000000000 |
10 0x00000000 | 10 000000000 |
11 0:00000000 | 11 0::00000000 |
12 000000000 | 12 0:x00000000 |
13 0x00000000 | padding ends 13 0:x00000000 Padding Ends
14 0x00000000 length H 14 000000000 length H
15 0x00000280 length L 15 000000100 length L
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Improvement 4 - contd

A,

B,

¢ |po.|E [ F |G,

of 200 gate

Incremental Computatio

2 Increments instead

3

\

A‘ui

Nonce

A

0x00000000

(14c28ch,

fdd3baa7

1184d36 | 2703413¢ 3467853& clabdbe7 | 8f925dh9

0x00000001

c14c28¢7

fdd86aa7

1184d36 | 2703413¢/| 346785¢c8 | clabdbc7 | 8f925db9

Ch(X,Y,Z) = (X AY)D(-XAZ)

0x00000002

c14c28c8

fdd86aa7

Maij(X, Y, Z)= (XA Y)D(X A Z)D(Y A 2)
3 o(X) = ROTR2(X) @ ROTR™3(X) @® ROTR2(X)

1184d36 2703413e[ 346785¢9 | clabdbe7 | 8f925db9

0x00000003

c14c28c9

]

fdd86aa7

|

1184d36 | 2703413¢|| 346785ca | clabdbc7 | 8f925db9

¥ 4(X) = ROTRS(X) @ ROTRL(X) @ ROTRZ(X)

0x00000004

c14c28ca

fdd86aa7

1184d36 | 2703413e |\ 346785ch/| clabdbc7 | 8f925db9

0x00000005

dc2

fdd86aa7

TG

1184d36 | 2703413 clabdbe7 | 81925db9

“UCL
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computation of H1

computation of H2

Improvement 5

Gains
18 Additions
= 3600 gates

Round t 32 bit W, Description Round t 32 bit W, Description
lzst 32 Bits of
1] ORI 1] R H1
hashMerkleRoot :
1 AR timestamp 1 R Hi,
2 ORI target 2 R Hi,
nonce [D0000000
3 BRI 3 R Hi,
to FFFFFFFF) -
4 pedding starts 4 R Hi,
5 (000000480 | 5 R R Hi,
6 000000009 | 6 R Hi.
7 000000000 | Hi,
g 000000000 | Pzdding Starts
9 000000000 | |
14 000000000 | |
|+ || 0x00000009 | |
x00000000 | | —— |
padding ends Padding Ends
length H length H
15 000000280 length L 15 000000100 length L
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I mprOvement 6 computation of H1 computation of H2

— Round t 32 bit W, Description Round t 32 bit W, Description
lzst 32 Bits of
" 1] ORI 1] R H1
S avin g hashMerklzRoot :
1 AR timestamp 1 R Hi,

2 More AddITIONS| . | s | e oo | e,

nonce [D0000000

~ 400 gates : ARRRARER to FFFFFFFF) : RARIRRER A

. th H d C d . 4 0x80000000 | padding starts 4 XK His
g g Q00000000 | g O H1.
= 000000000 | = R H1,
AND SAVE LIKE HALF 7 0x00000000 | 7 KHKKHHHN H1,
S
Of the neXt add|t|0n. g 000000000 | g 080000000 Pazdding Starts
(addition with a constant = cheaper,
depends on the constant) 3 0x00000000 | 3 0x00000000 |
0x00000000 | 10 | 0xDD0DO000 |
Q00000000 | 11 000000000 |
Q00000000 | 12 000000000 |
Q00000000 padding ends 13 000000000 Padding Ends
| oxooaoTo9e ngth H 14 000000000 length H

)

0x0000028 length L 1> (Lox000001 length L
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Improvement X

Classical trick: Carry Save Adders.

‘g a~¥c s
b S. lps
C C
a+b+c at+b+c
cost = 2 adders cost = 1+ & adders

83 Nicolas T. Courtois 2009-2014
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Whole Round
Only two Ale]cC|olE]F ]G, C.
full adders. A S NG
\Y‘ ST C
C Y AR
S, o\ i.'
AT
—\\ \ \ Maj() C.
B aune=iprh

84 Nicolas T. Courtois 2009-2014

>0 0
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Message Schedule

ForO<t<15,

=> just copy for 16 R

Wtz Mt

non-trivial part

or16 £t <63,

¢ = F1(Wi) BWe7 B 0o(Wiss)

t-16

Fo(x) = ROTR/(x) @ ROTR¥®(x) @ SHR3(x)

F1(x) = ROTRY(x) @ ROTR™®(x) @ SHR*°(x)

“UCL
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Ch(X,Y,Z) = (X AY)®(-X A 2)
Maj(X, Y, Z)= (X AY)D(X A Z)D(Y A Z)

@ 1(x) = ROTRY{x) @ ROTR¥(x) @ SHR(x) > o(X) = ROTR?(X) @ ROTR(X) @ ROTR*}(X)
> 1(X) = ROTR®(X) @ ROTR'(X) @ ROTR?>(X)

T o{x) = ROTR?(x) @ ROTR®(x) @ SHR3(x)

8x 32 bit Registers

A B C D H—E 1 F { G H
| | | |
> Maj(A,B,C) > Ch(E,F,G)
M mm| M L| /M
L]
32 bit Adder

16 x 32 bit Registers

R b Re [ Re [ R [ Ro [ Ro [ R [ R o R e R e R fe R [ R

Message Schedule
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Improvement 7/ - Fact:

Some early values do NOT yet depend on the nonce.
In H1 computation only (left column).

Wig = 01 (Wiyg)

Wiz = 01 (Wis)

Wy

Uo(Wl)

UO(W2)

Wo
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Improvement 7 — 3 more

2 more 32-bit additions are saved by hard coding,

and more for the next addition
(again, adding a constant, depends on the constant, average cost maybe saving another 1? addition).

Some 600 extra gates saved.
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Improvement 8 — 1 More Incremental

We have: ”Olnce

Wig = o1 (Wi7) B Wiy Hoog(Wy) B Ws.

W3 is the no which is incremented by 1

Wo | Oxfffffff / Oxfffffff OxFFFFfe OxFFFFFfe OxFFFfffe
W | Oxffffffff / OxFFFffe OxFFFFFFFe OxFFFFFFFe OxFFFFFFfe
W, | OxFfffffff OxFFFFfEff OxFFEFFFf OxFFFFffff OxFFFFffff
W3 OXOODVQ(OOOD OXOODQOOO 1 OXODbQOODZ 0x00000003 0x00000004
W9 | Ox1108b759 0x1108b75a 0x1108b75b 0x1108b75¢ 0x1108b75d

Table 9: Code Execution Results for W9 with Different Nonces|

“UCL
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Improvement X2

Also use Carry Save Adders in message scheduling.

Only 1 full adder in each of (only) 48-3 values which need still to
be computed.

90

Nicolas T. Courtois 2009-2014



Crypto Currencies d

Optimising The Mining

Fact 12.1 (Hash Speed). The amortized average cost of trying one output H2
t0 see 1f it 19 Likely to have 60 or more leading zeros s at most about 1.89 compu-
tations of the compression function of SHA-256 instead of 3.0, which represents

an improvement by 39%.
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Future — Dan Kaminsky

behind enemy lines

92 Nicolas T. Courtois 2009-2014
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San Diego Bitcoin Conference May 2013

Earlier he said that he has no stakes in ‘this game’.
Then at minute 40 he claims that the current Bitcoin Proof of Work
function based on SHA-256 will not survive “the year” (to be replaced
before end of 2013). He says that assigns zero percent probability that
“‘we” will continue with the present POW function”. Back to CPU mining.

https://www.youtube.com/watch?v=si-2niFDqtl

Secunty Panel - Bitcoin 2013 Confernece - YouTube
win youtube comiwatch?y=si-2niFDgtl ~
hlay 29, 2013 - Uploaded by Lindzay Holland

... Hofftman, Dan Kaminsky discuss Bitcoin secunty at the
Bitcoin 2013 Conference ... in San Jose, Califarnia, May 18,
2013, hosted by the Bitcoin Foundation. ... Bitcoin 2013
conference - Greg Brolles - Muts and Bolts of Bitcoin ...
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SHA-256 to be phased out?

https://www.youtube.com/watch?v=si-2niFDqtl

HOWEVER
[claimed by Courtois just afterwards]:

NOBODY OWNS BITCOIN

We claim the contrary: any attempt to change the POW is close
to impossible to enforce

| WAS RIGHT, it has NOT been changed.
Too much money at stake.



