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Goals
Prevent your bitcoins from being stolen.

Expert advice, yet practical.

Nicolas T. Courtois 2009-2014



Security of Bitcoin h

We failed to protect our DATA




Security of Bitcoin

We failed to protect our MONEY
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Solution = Decent_rali_zed P2P |
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Crypto Currencies d

Goals
Prevent your bitcoins from being stolen.

How to Manage Keys in Practice?

Not easy, many pitfalls, see our paper:

Nicolas T. Courtois, Pinar Emirdag and Filippo Valsorda: Private Key
Recovery Combination Attacks: On Extreme Fragility of Popular Bitcoin
Key Management, Wallet and Cold Storage Solutions in Presence of
Poor RNG Events, 16 Oct 2014, http://eprint.iacr.org/2014/848

Nicolas T. Courtois 2009-2014
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Wallets

1Lke9VyQHixh
8zxteh7mENSr
4dwsX5N6BeN

249.9 mBTC

~SD 184.43

Send Receive

1 BTC ~ USD 738.
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Wallets - PC

https://bitcoin.org/en/choose-your-wallet
& Hardware @ Web

22 Windows

Q@ ® ©

Bitcoin mSIGNA MultiBit Armory Electrum Green
Core Address
Blockchain
.info
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1. Download + Install

Prepare 1 offline computer and 3 online
computers, any of Win/Mac/Linux.

Not supported on tablets/phones yet...

Download and install, e.g. for windows:

https://ciphrex.com/downloads/?url=/release
s/win64/setup-0.8.7.exe

Install on all your computers!

Nicolas T. Courtois 2009-2014 m.
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2. Create Master Backup

On offline computer:
-select “New Vault” B Accounts Dansactions Keychals |

-name It like N 5 ' ‘

New Vault "Jal.dt Close Wault ||
“master-backup.vault”  accounl¥e¥ Yaitheions  keychans
-select where ool |
to save It

-later it could be erased
and kept only on CD/USB
In a safe as backup...

(NEVER NEEDED unless sth. bad happens)
10 Nicolas T. Courtois 2009-2014 m.
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2. Create A Master 2out3 Wallet
Done in 1 click: v ”.:%'

1 Account wizard
Account Wizardh

Select a name and 2 out of 3

Account Mame: |ncourtois

Palicy: 2 x| af |_ -]

Creation Timme (GMT Standard Tirme): |2Ell4.11.1El 12:39:29 ;I

K, I Cancel |

11
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3. It will automatically create this:

@' mSIGMNA for Bitcoin - C:/Documents and Settings,/Administrator/Desktop/mSIGNA_vault.yaulk
File Accounts Transactions Keychains MNetwork Fonts  Cuorrency Units Help

”D EN\."”J& 7 .4

Mew Yault  Open Yault  Close Yault Send Receive Mew Account  Mew Keychain  Account wWizard

AcCcounts | Transactions - noourtois Keychains |

keyvchain Hash
~incourtois 1 8 994487ad23fadsha22c 765775405092 ede2dal
- hcourtois 2 g c0492478f1f1fh09ddbc0o9bES7 3c8dabdaz4ec0s
- ncourtois 3 g 686c1bed317306075620fhc003ddo955f0e2ed48

Unlock keychain...
LEck Keveran
Lock alllkeychains

* Unlock all the three with right-click.

12 Nicolas T. Courtois 2009-2014
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4. Create 3 Passwords
e Select 3 strong passwords
—a DIFFERENT one for each keychain!
=will be later exported to 3 different devices.
—=can write them down

Unlock keychain. ..

on paper and keep lock keyehan

in a safe together T

with the current impert Keychan..

“‘master-backup.vault”  ‘Seeer oo o

file... - H [ Irmport BIP32 Master Key...
Mewy Wault Wieny Hrivate BIFEE Master Key, ..

ArooLnts | View Public BIP32 Master Kev...

K_E*ﬂ:haiﬂ & Account Wizard, .,

& hcourtois o ST £ dU o | dUGL B2 2L/ |
13 Nicolas T. Courtois 2009-2014 -~ hcourtois 2 g c0492473f1f1fb09ddbe0:
Il ncourtois 3 g 686C1bed317306075629
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5. Export 3 Private Masters

° . . P'mSIGNA for Bitcoin - C:/Documents a Export Private Keychain...
nght CIICk’ e Accounts Transactions Keychaing Export Public Keychain...

“Export Private... [ Import BIPG2 Master Key...
New Vault Open Vault View Private BIP32 Master Key...
Accounts | Transactions 1 View Public BIP32 Master Key...

& Account Wizard...
= ncourtois 1 084487ad23faticls2Z0 /Do / / o4uoluSZieqesua L
ncourtois 2 d c0492478f1f1fb09ddbc09b8573c84abdB24ec08
- ncourtois 3 d 686c1bed4317306075629fbco03ddc955f9e2e448

14 Nicolas T. Courtois 2009-2014
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5. Export 3 Private Masters

° . . P'mSIGNA for Bitcoin - C:/Documents a Export Private Keychain...
nght CIICk’ ile Accounts Transactions Keycha Export Public Keychain...

“Export Private... | & Import BIPG2 Master Key...
New Vault Open Vault View Private BIP32 Master Key...
View Public BIP32 Master Key...

Accounts | Transactions

& Account Wizard...

= ncourtois 1 084487 ad23faliciYcLl /0o / 7/ otuolUSZledesud L
ncourtois 2 o c0492478f1f1fb09ddbc09b8573c84abd824ec08
- ncourtois 3 ' 686c1be4317306075629fthco03ddc955f9e2e448

« Save as 3 Files, password protected,

File name: r'u::I:-l.thn:-i:s: 1.priv j Save

Save as lppe: I F.epchains [*.priv *. publ j Cancel

e

e Move to 3 online PCs — NOT now, later...

15 Nicolas T. Courtois 2009-2014 m.
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*5b. Plain-Text Option .

P'mSIGNA for Bitcoin - C:/Documents a Export Private Keychain... E::Ea
ile Accounts Transactions Keychains  Export Public Keychain...
B % P~ Import BIP32 Master Key...

= ncourtois 1 084487 ad23falic's2
ncourtois 2 d' c0492472f1f1fb09ddbc09b8573c24abdB824ec0s
- ncourtois 3 d 686c1bed4317306075629fbco03ddc9559e2e448

1 Fo942IUYZIeagzuid L

- T .
ZL/00

ACcoun

° Enter It In plalnteXt fOrmat Keychair Irnport Keychain. ..
to 3 O n I | n e P C S Export Brivate Keyehai...

Export Public Keychait, ..

16
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****5¢. Read-Only Options

P'mSIGNA for Bitcoin - C:/Documents a Export Private Keychain...
le Accounts Transactions Keychains 7 Export Public Keychain...
1] % Import BIP32 Master Key...
New Vault Open Vault Vault View Private BIP32 Master Key...

Accounts | TTMW View Public BIP32 Master Key...

& Account Wizard...

= ncourtois 1 084487 ad23fatichS220 /bo/ 7 D4uoiuSZledesud L
ncourtois 2 o cEl4924?8f1f1PoDQddhc09h8573c84abd824ecDB
- ncourtois 3 d 686c1bed317306075629fhc203ddco550e2e448

* Not really needed in our setup.

e intheory these 3 exports allow to see the money and accept payments, BUT not to spent any of it.
 however here we do not need these exports. we use another method.

17 Nicolas T. Courtois 2009-2014
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6. Export Shared Account

Contains all the public masters
to generate public keys to accept
many payments on distinct sub-accounts

ng ht CI |Ck, ACcounts Transactions - ncolrtois | Keychains |

Account Confirmed (ETC) | Pending (BTC) | T

“Export Shared Account RS - —— noonoD G

Saved as
"ncourtois.sharedacct"

4 Receive..,

Import Account, ..
Export Account...

Export Shared Account...

Export to all 3 hot PCs

Nicolas T. Courtois 2009-2014 m.
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6. Import Shared Account 3x
On each computer: Create empty
“ncourtois_ PC2.vault”

ACCaln

1 . I m po rt Ju St 1 p ”V ate ke/y]ﬁ Syl - Imnport Keychain, .

\ Export Private Keychain. ..
Expart PLEIE Keyzha, ..

Import BIP2Z Master Key...

Arcounts | T mmm mme imme | W amlem e | t

2. Import the shared & sond.

Account | Co

account flle \ & FReceive..,

Import Account. ..

-
Export Accoumnt, ..

Export Shared Account,.,

icourkois, sharedacck ] )
\ B SIS
19

Incnurtnis.sharedacct j | Open I I yiew Unsigned Tramsachicns
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6. If Done Correctly: Should Look Like This:
Accounts tab:

ACcournts Transactions - ncourtois | Keychains |
Account Confirrned (BTC) | Pending (BTC) | Total (BTC) | Policy

g ncourtois  0.00000000  +0.00000000  0.00000000 2

Keychains tab: Pc number2

ACcounts | Transactions - ncourtois  keychains | on Iy 1 prlvate
Keychain | Hash master on this
ncuurtulsl 44\ df207ebblac36b0f7 2bdfd4b8boch 7 28d6f2aa4

~<ncourtois 2 com pUter

“ rcourtois 3 C206485a25bEC7002df3809f2ObfBd 1b9 b0

l

don’t forget to 2 machines needed
unlock to spend BTC to spend any coins

20 Nicolas T. Courtois 2009-2014 m.
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/. Claim Payments
 Each payment can have
a different multisig key!
— Good for anonymity
— Protects against NSA breaking the bitcoin Ellptic

Curve.
° O n P C 2 : —FRequest Payment
ACCoun t: I uuuuu tiois j
Irvoice Latbel: | optional
& |J / Arnount (BTC): | optional
‘ R .
— 1= Ir]w:uice
v

ISSUES a Nnew receiving

Invoice Details

Label: I
Nicolas T. Courtois 2009-2( sddress: | B ABUAZUQMSNDPUDPSY30BCcIg9Wng Copy To Clipboard |

21
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8. Sb. Pays

* Another person sends money to this multisig
address:

Recent transactions

-

10112014 13:54 -0,0071 BT

courkois_mulkisig_kests (38vAgxUAZudmSnDPrUDpFSy 306090 ng)

o Will appear when mSIGNA when
synchronized...

22
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8b. Manual Import

— If Impatient, export rawtx on Satoshi client
console:

— getrawtransaction f3ead1113cfab073a3242471b6f3b45ac4 2773b7f7df208f0a05b49a5ad51cc5

— Save as *.rawtx
— Import into MSIGNA
— works!

Accounts  Transactions k:ew:hains|

Time Description | Type | Amount (BTC) Balance (BTC) | Confirmations

®CnFeb 7 06:29:15 2105 Receive  +0.00700000¢ { [0,00700000 0 38wAFUAZU0mSAOPDRfSy30BocAg3ving 3

23 Nicolas T. Courtois 2009-2014 m.
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Oa. Creating Multisig Payment
 Requires 2 PCs, One PC, One Signature

MNetwork  Fonts
|H Send \ Receive

Account: ncaLrtois

Fee (BTC): |0.0005

™ Enable Coin Control
Add Cutputs:

Address: [1KQSPYdCXGIMORS4mQkoDpKoVHHGHYWwt —— ZAmaunt (BTC): | Far: |

Add Cutput

Save Ur‘|5igr‘|ed| Sign and Ser‘ujl Sign and Savel

only saves locally, 1 signature
Nicolas T. Courtois 2009-2014 d
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9b. Creating Multisig Payment
 Requires 2 PCs, One PC, One Signature

MNetwork  Fonts

|52,

Account: ncourtois

Fee (BTC): |0.0005

™ Enable Cain Cantral

Add Cutputs: \

Address: [1KQSPYdCXGIMORS4mQkoDpKoVHHGHYWwt —— ZAmaunt (BTC): | Far: |
Add Cutput

Save Ur‘|5igr‘|ed| Sign and Ser‘ujl Sig@and Savel

WARNING: WALH_/I(TSIGN if

Nicolas T. Courtois 2009-2014 Private Key IS IOCked m.
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Oc. Double Check
e 1StPC

Accounts  Transactions k:e«_.rchair‘lzl

Tirne Diescription Amount (BTCY |Fee (BTC) |Balance (BTC) | Confirrnations | Address

& oL Feb 70615 2106 Send -0,00640000 -0.00050000  0.00010000 Unsigned 1KOSE
= 5un Feb 7 06:28:15 2106

Receive  +0.00700000 HREEE N 0 ZawABxEL

fccounts Transartigs | kewehaine |
@' Transaction Signatures

rirne
- 5unFeb 7 08:28  Hash: 28fdadd4c3f6f2ddedatoSod 1afe7 2o0dodob 87335301 782837 f6h 797 26308
= 5un Feb 7 06:2¢

Additional signatures required: 2

Keyichain Mame Keychain Hash

- noourtais 1
& nCourtois 2

“ Courtois 3

o Unlochk kewchain, ..

g Lock kevchain

(]

26 Nicolas T. Courtois 2009-2014 m.
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9d. Export Tx with 1 Sig
e export to another PC

Bitcoin - C:/Documents and Settings/ A

| Transactions Keychains  Metwork F
= Signatures, ..

: % Resend Transackion

Export Transaction To File. .

Import Transackion From File. ..

Copy Address To Clipboard
Zopy Transackion Hash To Clipboard
Copy Raw Transaction To Clipboard

Save Raw Transackion To File. ..

Insert Raw Transackion From File...

27 Nicolas T. Courtois 2009-2014
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9e. Import Raw Tx

. 2nd PC

28

Bitcoin - C:/Documents and Settings,/ Ad

_| Transactions Keychains MNetwork  Fc
™= Signatures...

[ ‘s Resend Transaction

T Export Transackion To File. ..

Impart Transackion From File, ..

i

Copy Address To Clipboard
iZopy Transackion Hash To Clipboard
Zopy Raw Transaction To Clipboard

Sawe R.aw Transaction Ta File. ..

Insert Raw Transaction From File...

Nicolas T. Courtois 2009-2014
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of. Check 1 Signature, Add Another
¢ 2 PC

Accounts  Transactions k:e«_.rchair‘lzl

Tirne Diescription Amount (BTCY |Fee (BTC) |Balance (BTC) | Confirrnations | Address

& oL Feb 70615 2106 Send -0,00640000 -0.00050000  0.00010000 Unsigned 1KOSE
= 5un Feb 7 06:28:15 2106

Receive  +0.00700000 HREEE N 0 ZawABxEL

fccounts Transartigs | kewehaine |
@' Transaction Signatures

rirne
- 5unFeb 7 08:28  Hash: 28fdadd4c3f6f2ddedatoSod 1afe7 2o0dodob 87335301 782837 f6h 797 26308
= 5un Feb 7 06:2¢

Additional signatures required: 2

Keyichain Mame Keychain Hash

- noourtais 1
& nCourtois 2

“ Courtois 3

o Unlochk kewchain, ..

g Lock kevchain

(]

29 Nicolas T. Courtois 2009-2014 m.
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9g. Once A Transaction Has 2 Signatures
* Verify here:

Transaction is sigred,

Keychain Mame Keyichain Hash
%----ncn:uurtcuis 1 = 5} n:leEl?‘el:lh 1an286b0f72bdf44b8boch 7 28d6ff3aaa _
= CoLrtois 2 Sac92d9b55b 30845960954 9decSe9223e0falb i Sigred

- ncourtais 3 W f2cB058486aeShec7o02df3809f2cobfiBd1bSflbl  Signed

30 Nicolas T. Courtois 2009-2014
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9h. Once A Transaction Has 2 Signatures
 Now you can either
« DELETE

« or SEND this transaction to the bitcoin
network (automatic or manual)

@ mSIGNA for Bitcoin x|
T Signatures...

Transaction is Fully signed. Would wou like to send?
™ Send Transaction

Yes Mo |

Money will be spent now!

Nicolas T. Courtois 2009-2014
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**91. Use Satoshi Client to Diffuse It
« OPTIONAL: export to a file

Bitcoin - C:/Documents and Settings/ A

| Transactions Keychains  Metwork F
= Signatures, ..

: % Resend Transackion

Export Transaction To File. .

Import Transackion From File. ..

Copy Address To Clipboard
Zopy Transackion Hash To Clipboard
Copy Raw Transaction To Clipboard

Save Raw Transackion To File. ..

Insert Raw Transackion From File...

32 Nicolas T. Courtois 2009-2014
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****0]. Use Satoshi Console
« OPTIONAL: Open the saved .rawtx file
 In Satoshi console type:
e sendrawtransaction

0100000001c51cd55a9ab4050a8f20dff7b77327c45ab4f3b6712424a373b0fa3c11d1eaf301000000fdfe00004830450220030939123d5399f01487464f756a8214fcad8a2d7f59abad40bcbe6adle4a0a61022100a4
8b72dec7892fch0f3e9751ad64e01b5ch987ec00547655b386f27dc15¢3b74014830450220367ac6c52e264e9b9f09db32b0d17370c694a6418a918611724d4d30975ec622022100b59f376bb8efdaOclad73eaecsf
440eb1b8067cd736dd563ea7a01b24f137af3014c69522102a53ba7c3660d9bf04bc6ff4424993410e8b268d7ae364b44389e1569f88fceeb210328afa52561eb08c82c8d4a95bbc5609e539e3cal5fhaffa7azbd6le
240b71f402103aa0f1l4c3aea36bcca32ceb0177¢c8fe262014c7cfc7f6b4850ae783d3bf017fa353aeffffffff0200c40900000000001976a914c9cf7ea770e7ael47ad1l7ee3eec57b7be50e433588ac102700000000000
017a914924a26¢5067f1ab693c2fcd9399a1087c0562dca8700000000

e It has worked instantly!

33 Nicolas T. Courtois 2009-2014 th



