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Algebraic Attacks: A New Frontier in Symmetric Cryptanalysis

Algebraic Attacks vs. DC/LC/etc..
 Algebraic attack: 2 KP+ 270 operations
=> the only feasible in the real life ! 6

e LC in 243 operations — infeasible.
—Hard to get 243 KP ! i
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Algebraic Attacks vs. DC/LC/etc..

CLAIM: The two worlds CANNOT be
compared.

e They are going in a very different direction:
what these two CAN ACHIEVE in practice
are two very rich sets of cryptanalytic results
that are rather disjoint.

So we are really discovering a new frontier for
the whole of symmetric cryptanalysis.
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Algebraic Cryptanalysis [Shannon]

Breaking a « good » cipher should require:

“as much work as solving a system of
simultaneous equations in a large number
of unknowns of a complex type”

[Shannon, 1949]
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Algebraic Attacks on Block Ciphers
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Fast Algebraic Attacks on Block Ciphers

cumulative
effect
m
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One Example

The biggest discoveries in
Science are the simplest.
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ElimLin

eprint.iacr.org/2006/402/
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ElimLin — Something Wrong ?
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ElimLin — Still A Bit Weird Feeling
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*CTC = “Courtois Toy Cipher” [eprint]

(T ° D ML > D JARY
AEN D e AN B
Ko K. Kn, 1 Kn,

Fig. 1. A toy cipher with B =2 S-boxes per round
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*»*CTC2
S S
(T D ML D JARY
AEN D e AN B
Ko K. Kn, 1 Kn,

Fig. 1. A toy cipher with B =2 S-boxes per round
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CTC2 Cipher
S S
N D — DD
T T
Ko K1 KN, 1 Kn,
Fig. 1. A toy cipher with B = 2 S-boxes per round
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* key size > block size:

* If key size > block size
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Attacks on CTC2

| can break up to 6 rounds.

« Current frontier: nobody can break
CTC2(255,255,7). Can anybody ? Please try !

=>more rounds.
* CTC2(96,256,10) can be broken.
NEWE

N. Courtois, Rump session at Eurocrypt 2007




JCL |
Gr bner Bases Soon to be Forgotten ?
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Gr bner Bases Soon to be Forgotten ?

Before we did try,
we actually never believed it could work...
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3.4. ANF-to-CNF - The Outsider
Convert MQ to a SAT problem.
(both are NP-hard problems)
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Fact:

JCL |
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Algebraic Attacks on DES
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DES - One Problem
" ”
Newt
21
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Results on DES

Nicolas T. Courtois and Gregory V. Bard:
“Algebraic Cryptanalysis of the D.E.S.”.

eprint.iacr.org/2006/402/
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What Can Be Done ?
Aftack 1 Cubic Represeniation + ElimLin;

MNe recover ine ey of S-round DES witr
S P faster than orute force
When 23 varizoles ficed, tares 173 s,
Nagmza crasnzs > 2 Go of A,
Attack 2: Optimised Gate-level representation + our
ANF-to-CNF conversion+ MiniSat 2.0.:

Key recovery for 6-round DES. Only 1 KP (!).

T Sl ees P loye £20
Fl0 20 variaoles iares 69 s,

Jagrnza crasnes with > 2 G,
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DES — New Frontier:

Break 8 rounds
given 1 KP and in less than 255,

We encourage researchers to try.
We cannot do it so far.
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What Are the Limitations of Algebraic Attacks ?

* , When the number of rounds grows: f+__
complexity jumps from O to ¥.

e With new attacks and new “tricks” being
proposed: some systems are suddenly

broken with no effort. —

e

=> jumps from ¥ to nearly 0! —

S~
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Finally
What About AES?

Laws of Prediction [Arthur C. Clarke]:

When a distinguished elder scientist tells you
something is not possible => he is wrong...
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Limitations
“ ”
|
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Exploring the New Frontier

JCL |

Newt
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New Tool - Bets
NEWE
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Current Bets:
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