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Roadmap
1. Differential Cryptanalysis (DC)
— aren't all ciphers already protected?
— can we beat the defenses against DC?

DC and Markov Cipher Requirement
T-310 block cipher
Linear Cryptanalysis (LC)

Generalized Linear Cryptanalysis (GLC) ==
Hidden polynomial invariants ==
Hidden invariant affine spaces

6. Combination of DC and GLC:

Main Result — Non-Markovian Proof of Concept
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*not the official definition...

Cryptanalysis

=def=Making the impossible possible.

How? the Unexpected
and the Unlikely Happens
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Cryptanalysis

vs. ciphers with a
large number of rounds
[most block ciphers]

can this property be defeated?
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Defences in Place:
Nyberg & Knudsen:

Provable Security Against Differential Cryptanalysis @Crypto’92.

Fact:

ciphers are studied for
avoiding high probability
iterative differentials

* e.g. CHAM cipher@ ICISC 2019

« same for every cipher ever made!
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Defences in Place:

Provable Security Against Differential Cryptanalysis @Crypto’92.

avoiding high probability
JO
iterative differentials 'B]E]A%M%&'US

« same for every cipher ever made!
« Nash Postulate [1955 letter to NSA]:

« the computation cost should _
increase exponentially... this paper:

8 DC does not degrade exponentially!
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One Method: Complexity Reduction

Goal: break XXX rounds for the price of X rounds [Courtois 2011]
Examples: slide attacks, reflection attacks, fixed point attacks, cycling attacks etc.

[Black Box] Complexity Reduction
GOST block cipher: 40 ways to reduce the effort, cf. eprint/2011/626.
. Given 2% KP for the full 32-round GOST.
. Obtain Y KP for 8 rounds of GOST.

KeelLoq block cipher: Courtois, Bard, Wagner @FSE2008:
. Given 276 KP for the full 528-round KeelLoq
. Obtain 2 KP for 64 rounds of KeelLoq.

This paper: a new way of dealing with TOO many rounds...

’ “UCL
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Hiding Differentials?
Peyrin-Wang@Crypto 2020
summarizes old 1990s research on this topic:
“"hiding differentials” was claimed very difficult...

This paper:
« we do not “hide” high probability differentials

— we hide low probability differentials!
 the probability can be as low as we want

« provable security fails of does NOT scale:
— nothing special is detected locally!
— global long-term property for a large number of rounds

® “UCL



Differential Cryptanalysis
(DC)
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Security of DES (overview)

12

“Official” History

Differential Cryptanalysis :
Biham-Shamir [1991]



IBM USA 1970s

[...] IBM have agreed with the NSA that the
design criteria of DES should not be made
public.

:



One form of DC was known in 1973!

Czhaime Varschlufsache

MiS 0200 4 7 (73/8!. by

BSTU
000053

Durch die Festlegunz von 2 wird die kryptologische Que—
1itdt des Chiffrators beeinfluBt., Es wurde davon ausge-
gangen, daB eine Funktion Z kryptologisch geeignet ist,

wenn sie folgende Forderungen erfiillt:
4
(1) 19 x= (X%, X ) €504 | 2(X)= o}l
~f0), 4
(2) | {x-= (x,,xz,---,x(,)éioft}él }x)=0, 7_. X "‘}]“‘(*) 2

=4 =0 ","'/")

(3) lix [‘“ xa?eio 45 lz(xu i /,;I Ix‘) 2(’(1; /4\' @4, /ys
(€=4,2,- ,6)
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90% of Enigma Rotors 1938- 1945

. 5x less invariant differentials than RP.

deliberate property intended by the manufacturer [yl
also true in Russian Fialka cipher machines.

possible differentials k — k

rotor name Nb.| code |dates||ImS(R)|Ent(R)|Imk
Army I I [EKM|1930|| 17 | 3.95 |10 2,3,6,19.11,12,13
Army II 2 | AJD (1930(] 19 | 4.16 |17 8,9,10,11
Army III 3 | BDF |1930( 20 | 421 |14 2,3,5,8,10,13
Army IV 4 | ESO (1938 23 | 447 |19 5,8,12
Army V 5 | VZB |1938|| 24 | 455 |23 5
Army VI 6 | JPG |1938|| 24 | 4.55 |22 6,13
Army VII 7 | NZJ (1938 23 | 447 |19 3,5,8
Army VIII 8 | FKQ [1939|| 24 | 455 |21 4,7
G-310 Abwehr/G 316.58 T |28 |DMT |193X|| 21 | 4.32 |17 5,6,7,8
G-310 Abwehr/G 316.58 I |29 | HQZ [193X|| 24 | 4.55 |22 8,13
G-310 Abwehr/G 316.58 IIT | 30 [UQN [193X|| 24 | 455 |21 5,10




T-310 — Slight Problem

D :
Permutation mt:‘ 1 bi tderwed
28 bits dropped |1 PIt from

subkey IV
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T1-310: 27 bits used only

* 9 bits not used!
=> obvious vanishing differentials - urther consequences

Table 2. Missing bits for some keys vulnerable to related-key differential attacks

LZS nb|bits which are not used in P(j)

716 [ 1,2, 10, 14, 1, 18, 22, 27, 35
722 | 2, 3,6, 10, 13, 10, 23, 26, 31

gL



Higher Order
DC
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Computing HO Differentials for All Orders

Geheima VerschluBsache
MS -020-Nr.: X/ /qg@ /BLS

(1)

2 = L+e.q+e3eq_+ e e, +e,ec+e,2,e, +e, e e +€,ece, t e
il . e

21 = ey egteyeqt e et eee,te,e 0 e ece t e, 6

fast points!

134) (ARY4 L)
2_( = L+e, +e,ec e e, Z = 0
S (A25°6)
2(435)_ e,+ 0@ +eye, Z = L
A 45
g 2136 [ +e,ec 23 A eate; |




Roadmap =

Special/Peculiar
DC

.



“Courtois Dark Side” Attack on MiFare Classic

oy

Cf. eprint.iacr.org/2009/137. Basic Facts:
It is @ multiple differential attack.

Simultaneous differences on 51 bits of the state of the cipher.
A VERY STRONG property(!).

In most ciphers this will NEVER happen.
Low probability. Probabilities multiply. Exponential decay. @



Markov Ciphers

Lai, Massey, and Murphy @Eurocrypt 1991

page 24: in a Markov cipher

““every differential will be roughly equally likely”
after sufficiently many rounds

This paper:
 Non-Markovian, some differentials live forever.

« Claimed not detectable if we dispose of a limited computing
power and a limited quantity of data:



Block Ciphers and Weak Keys b

Markov Property Violation

* Non-Markovian anomalous propagation
» the attack complexity is bounded by a constant

it does NOT degrade exponentially as the number of rounds
grows.

« claimed hard to detect [a small subspace, otherwise seems
normall.

Deep violation of a big theory:
Kaisa Nyberg, Lars Ramkilde Knudsen:
Provable Security Against Differential Cryptanalysis@Crypto'92

A cipher is NOT secure just because it avoids high probability iterative differentials.

23 Fails for non-Markov cipher. m—.
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Similar Result:

Leander, Abdelraheem, AlKhzaimi, Zenner:

“A cryptanalysis of PRINTcipher: The invariant subspace attack”,
Crypto 2011.

Our attack is in many ways better:

« we work on a real-life historical cipher

 single differentials on full state, not truncated

« works for any key

« works in spite of the presence of round constants



Block Ciphers and Weak Keys b

Similar Result:

Leander, Abdelraheem, AlKhzaimi, Zenner:

“A cryptanalysis of PRINTcipher: The invariant subspace attack”,
Crypto 2011.

Our attack is in many ways better:

« we work on a real-life historical cipher

 single differentials on full state, not truncated

« works for any key

« works in spite of the presence of round constants



Non-Markovian DC - ICISC 2020 dh

Question:

Why researchers have found
so few attacks on block ciphers?

-
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Question:

Why researchers have found
so few attacks on block ciphers?

“‘mystified by complexity”

lack of working examples:

!
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Cryptanalysis

=def=Making the impossible possible.

How? The Unexpected
and the Unlikely Happens
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|Invariants
and product attacks

How? two very large
polynomials are simply equal
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will achieve the impossible.
-- M.C. Escher
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Non-Markovian DC

- this paper —
becomes eventually possible...

How?

w5 P>0)
¥ {



Code Breakers th

Compromise of Rotor Machine Crypto

« USS Pueblo / North Korea
Jan 1968




US/NATO crypto broken
Russia broke the NATO KW-7 cipher machine:

allowed Soviets
to “read millions”
of US messages
[1989,
Washington Post]

33




1970s

Modern block ciphers are born.
In which country??
Who knows...

34




Block Cipher Invariants 2

Our Sources

Communist Crypto Archives

35 Nicolas T. Courtois



Block Cipher Invariants 2
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Block Cipher Invariants -

37
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More detalls:

* Nicolas Courtois, Jorg Drobick and Klaus Schmeh:
"Feistel ciphers in East Germany in the communist era,”
In Cryptologia, vol. 42, Iss. 6, 2018, pp. 427-444.

CITPLOLOGA.

Eastern Bloc ciphers: a LOT more complex...

38




East German T-310

e

“quasi-absolute security”
[1973-1990]

ﬂt\c d £000000, 660 D o W RS HARDRPESY B SpREGARDS 000008 n\mnoa ge £ "U aoocuu

’
b e ‘ T8 TNt s N S T

22222222279222222 7 3 1222433 732222223 2 2 2 2 2 22 22232322127 212722 24222022
333337330 3 3 333333333 13 373733 37333333333333333333333533330355333323

BG4 6 LEALELS 6ab b (b 646 Abe 6 & & C864Y b BEHEEESE SEAGLLLAEEOLELETEEEEEE5066 T

(77IRCACA R 2 R 22277227 3 @ 2 QITRIECL 2T IIT 12 FIRITT ITTTIIIRRIALIRITTAIT

22871 u!’!’a’a‘s‘a"usuuuluu! 832 3 W BOS AS0AEEOHETIL SPASTOEINASANEESAL.
RO T A " X ®ououw

9599999 2999989997 9 997 0 9 79995

240 bits

e
U Ty3999 59909999999959599 5945559359595

has a
physical
RNG=>|V

long-term secret
90 bits only!



Contracting Feistel [1970s Eastern Germany! |

1 2 13 ¢4 —
4,8,12|,...,36 3,7,11,...,35 2,6,10,...,34 1,5,9,...,33
1 bit removed + 1 bit replaced™ <~} _ .
by a constant ==
<_ D (y—sm,l f P
kg{ ggs Sm,2 seleqtion
@rot'lndm
«— 1
i round
6 = of—
round 5 T-310
function ;
< ¢
U1,...U9\
Nicolas T. Courtois //+

4,8,12,...,36 35851 1500530 2,6,10.,...,.34 1,5,9,...,.33— r.
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Linear Cryptanalysis
(LC)

‘



Security of DES (overview)

42

LC “Official” History

Davies-Murphy attack [1982=classified,
published in 1995] = early LC

Shamir Paper [1983]......... early LC



Security of DES (overview)

LC “Official” History

* Linear Cryptanalysis: Gilbert and Matsui
[1992-93]

"
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Defuiribior 3.4~ 1 LC at ZCO - 1976!
Az < 2™ I 3(x) + (o, I Yae 0,2%1 .
I g a‘.’}éj“’ (. x) = 5 wix. Geheime VerschluBsache

dma MFS -ozo-m.:)ﬁ/?ﬁ@ﬂl 48
. | BSTU
W | ) 0251

olor Funledionsrwerte vert 2,

Tebelle 3.4-2

o AZ £ | % AZ ¢
0 0000O B2 32 LO0OOOO 0 32
0000 OL 2 34 LOO0OOL b 38
0co0oO00 LO -4 28 LOOOLO 0 32
ooooL L b 28 LOOOLL b 38
OoocLo o - I 28 LOOLOO -4 28
0Ooo Lo L - % 30 LOOLOL 2 34
ocootL LO 0 32 LoOLLO 4 36
oooL LL 2 3¢ LoOLLL 2 :34



Block Cipher Invariants

V27

Inside T-310 Round 0
*125,10,27,21,6,23 | " 5,22,7, 9,26, 11
vi|v2|v3|vd|vd vi | v8 | v | vI0| V1T (V12| [ [v14|{VvIS| V16| vI7|v18| V19| || Vv21|v22|v23|v24|v25|v26
- I_J — || L= E
YY_YYY a YYY _YYY
N, 7/
W9 N
Y we

D{il=0

33 29

25

45 Nicolas T. Courtois




Block Ciphers and Weak Keys -

Defuiribior 3.4~ 1 LC at ZCO - 1976!
AY < 27N g(0 (e, Il Ve 527
/ (<. x) = 2 wix: Geheime VerschluBsache

l - x v
gt a.;_. &) ina MFS -ozo-Nr.zA;t/ﬂ?@mIf
- | 8STU
Crgelnerre 0251

olor Funledionsrwerte vert 2,

Tebelle 3.4-2

o AL £ | % AZ ¢
0 0000O B2 32 LO0OOOO 0 32
0000 O L 2 34 LOO0OOL 2 38
0000 LO -4 28 LOOOLO 0 32
oOoooL L b 28 LOOOLL b 38
OoocLo o - I 28 LOOLOO -4 28
0Ooo Lo L - % 30 LOOLOL 2 34
oooLLO 0 32 LOoOOLLO 4 36
oooL LL 2 3¢ LoOLLL 2 ;54



Contracting Feistel [1970s Eastern Germany! |

F il I* 7= i

4812, 36 374135 610,34 158 3%

1 hit remowed | 1 repEced by

D
. Di+=, v
1 round
of T-3110
or

— ]

48,12, 36 251038 26,10,.34 15828 J



How to Backdoor T-310 [Cryptologia 42(@2018]

omit just 1 out of 40 conditions: ciphertext-only attacks!

L) and F are injpctive
PR=33P7)=5FP9) =915 =21, P(18) =25,P(24) =29

bad long-term key

a § 113

Let T=({0,1,....120W)N {P(1),P2),....PRY}U{D{H),D5),..., DO uial
Let "= ({13,....,36}\W)n ({ P(26), P2T)} U {D(1),D(2), D(H})

[T\{P25)} + \{P(25)} <12

A={D(1),D2).D(3), D), D(5),D6),D(T). DE), DA U {PG), P(13), P(20), P27}
Ar={D0),D2)}u{P2T)}

A, ={D@3),DA)}u{P20)}

Az ={D(B),DBG}U{P(1I}

Ay ={D@T),DE)}U{P6)}

Wii.j) € {1,...,27} x{1,...,9}: Pi # D;

i €{1,....7}: D; =0

{DB), D@} C{4.8....,36} C A

o k
Vi, JeZTT=xTO: Pi# D; \\\\\,\,\Lk
3 13 €TT:D, =0 \l\\\\i‘\\\\\ :
{Ds, Do} C {4,8,..., 36} C A \\\_ \ - B
(k. da) € (i€ TAD;? €A} A -

G, 5 € (TT\{a.202 -2 x 5.8\ {a.22-1.25D A
3% € TO\{4.252 - 1.2h. ji. i}
REBAMAGARIC A A
A, NAR —F TR UTE-FTT55) #0A
Bh-58alCALAANAR —JA7uTE -3 45 #&
{D@Y(IZTICu{oh #0
{D@®), D(®), P(1), P2),....PBI}\ (ZTIZU{0}) #0
(D), DER), P(1), P2),....PB}\ (252U {0oh) #0
(DD, DO, P),P2),....P6)}\ (5 FBuITICu{oh) #0
{D(6),D(T),DR),DO),P(1),P(2),....,PA2)}\ TIGU {0}) #0
{D(), D7), DR), D), PIL),P2),... . PO (T TDUIEIGU{0}) #@
(D7), DER), DO), P(1), P2),....P6)} )\ (T5IBU{op #0
{D(5),D(6), D(8), D(9), P(1),P2),.... PO\ (T ZAuITICU {0} # 0
{D(),D6), D(T), D), P(1),P2),.... PO (T, EUITIGU{0}) # @
{D(3).D6), DT, DE).P),PE2).....PANI (T Zu {0 #0
{D(5),D6),D(T),DR), DM, PN),P2),..... PA3(TT.I0u{0}) #0
{D(4),D(5),..., D), P(1),P(2).....,PA0}\ (TTICU{0}) # 0
{D(3),DA),...,D9), P(1),P2),....PR0)}\ @ICu{o}h#0 ﬁ

plis the *Matrix rank = 9 condition™ My defined in Section D4 below.
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(Generalized
Linear Cryptanalysis

(GLC)
[Harpes, Kramer and Massey, Eurocrypt’935]

°
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Scope

We study how an encryption function
¢ of a block cipher acts on
polynomials.

Stop, this is extremely complicated???

. -uch



Block Cipher Invariants =

Main Problem:
Two polynomials P => Q.

set of all invariants for any block cipher
forms a [graded] finitely generated [polynomial] ring. A+B; A*B
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Connecting Non-Linear Approxs.

Black-Box Approach [Popular]
Non-linear functions.

F(X4,...) l

G(X4,...) " H(y,,...)

”
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Fake News

[Knudsen and Robshaw, EuroCrypt’96

“one-round approximations that are non-linear
[...] cannot be joined together”...

At Crypto 2004 Courtois shows that GLC
Is In fact possible for Feistel schemes!

:
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BLC better than LC for DES

Ro|16,17,20] & Ro[17]¢

Lo[3,8,14,25] & Lo[3

(%) L11[3,8,14,25] & L1

K |sth]

K[sth'|Lo[3

3

R11[16,17,20] @ R11[17] =
Klsth"|L11][3]

Better than the best existing linear
attack of Matsui
for 3, 7, 11, 15, ... rounds.

Ex: LC 11 rounds: ; + 1012
BLC 11 rounds: % L 1.9.9-15

54

“UCL
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Phase Transition
=def=Making the impossible possible.

How?
Use polynomials of higher degree

K

.
¥,¥-
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Block Cipher Invariants -

Strong Attacks on T-310
Phase transition: eprint/2018/1242.

» When & degree grows, attacks become a
LOT easier.

* The more polynomials you multiply, the
better.

. uch



Better Is Enemy of Good!

DES = Courtois @Crypto 2004

% +1.91-2716  F deg 1

|

+1.2.-271° P deg 2

L
-
-

‘“ proba=1.0 & deg 10

“UCL

DN |




White Box Cryptanalysis

[Courtois 2018]
P(inputs) = P(outputs) with probability 1.

formal equality of 2 polynomials.

.
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2. Closed Loops™

* informally, walks on cycles with simple
polynomials, see our paper @ICISC 2019

.



Block Cipher Invariants

Closed Loops - GOST

e gh /
32 \ 3 O/'1 highly

vulnerable!
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we generalized
the concept of closed loops

sets of bits
=>

sets of cycles on polynomials

:



constructing invariants

zN

9%

MO

NP

926

92

0Q

(PR

yQ

R o

WQ

~—

annihilation
g2*(M+Q) =0 ~__

WM

N———/

4 terms are
gone!
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Imperfect Transitions:

we allow
addition of arbitrary non-
non-linear functions

=> annihilated later

a

Z1()*L2() =0
for any input

63
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@eprint/

Big Winner 2018/1242

“product attack”
=we multiply Boolean polynomials=

64



Impossible?

“Only those who attempt the absurd will
achieve the impossible.”

-- M. C. Escher

D—->C—>B—=A2DRx

65




Block Cipher Invariants &

round inputs 29,21 0 30,22

dueto P(12)=24
f = input of Y(abcdef)
=round input24 =m

attack on T-310
(ICISC 2019 Thm. 6.2.)

(Y+f)*B*C*D=0

66



Block Cipher Invariants =

This Paper: Improve Thm. 5.5.
In eprint/2018/1242 page 18.

=-ABCDEFGH

IS invariant if and only if
this polynomial vanishes:

FE = BCDFGH - ((Y + EYW(.) + AY(.))




Block Cipher Invariants -

Combined DC and GLC
— this paper

An invariant attack of order 2:
two encryptions.

Main idea:
there is an anomalous differential
which violates the Markov property.

* not in general, just in some cases
[so hard to detect!]

: uch




Block Cipher Invariants =

Maln Theorem ’Adg (m-+1i) whichis bits 24,28 .
%/ (n+j) which is bits 23,27
def

“: {D(2).D(3)} ={6-4,7-4} Cd:'r(l)*k) which is bits 22,26
(D(6).D(7)} = {2-4,3-4) : D= (p+1) which is bits 21,25

E“Y(0+y) whichis bits 8,12

F% (P+2) whichis bits 7,11

G (0+M) which is bits 6,10
def

| H = (R+N) whichisbits 5,9.

©1 25,10,27,21,6,23 | "l 5,22,7, 9,26,11 |7

vli [ v2 | v3 | v4 | v5 v7 | v8 | vO |v10|vi1 | v12 vid | v15|v16 | v17 | vi8| v19 v21| v22|v23 | v24|v25|v26

YYV YVY YVYY VYV l YYV a v f

a

W9

S1 w8 y W7 Y W6 vy W5

?ﬁpg (F)os| (F)o7| () () ) (+)<{p3| (F)«{p2| (H)<|D1
U9 U1
[33] [20] 21 17 T ——F13 | [ 9 ] (s ] [1]

Numbers | 1 (2|3 |4 |56 (7891011 (12 (1314|1516 |17 (18 (19]20|21 |22 |23 (242526 |27 |28(29(30(31 32|33 (34|35](36

LettersVUTSR.QPONMz_vxwvutsrqponmlkjihgfedcba.

S T A =



Block Cipher Invariants -

.
Main Theorem (8 iy whishibe 24251
B“! (n+j) which is bits 23,27
_ _ C (0+k) which is bits 22,26
{D( 2). D(3 ) } — {() . 4 7- 4} J D (p+1) whichis bits 21,25
I . E“ (0+y) whichisbits 8,12
{D(()). D( 7 ) } — { 2:4.3. 4} F% (P+z) whichisbits7,11
G (Q+M) which is bits 6,10
[ H“ (R+N) which is bits 5,9.

AND inputs 25,10,27.21.6.23 of ¥
/Pm | A — Y(D)(G)(B)

Z(a+d)(b+é){c+ f)=0

p(21) \ s ~ W(H)(C)(F)
inpu§5,22,7,9,26, 11 of W

22,26

round inputs 21,25 O

D = p+l — =
THEN L 25 o =0 | 1 64 hard DC
Y@ 0
D(7)=12
E= y+O 12.8 2327 B = n+j
0> -0
F=z+P " | 2% A= M
D(2)=28
O D(3)=24



Block Cipher Invariants -

Mai n heo rem [A% (m+i) whichis bits 24,28 .

B (n+j) which is bits 23,27

{{D(I).D(3)} (6-4,7-4) st Bt

_ _ E“ (0+y) whichisbits 8,12
{D 6 ,D(7)} {24.34} F (P+z) whichisbits7,11

G (Q+M) which s bits 6,10
H“ (R+N) which is bits 5,9.

AND inputs 25,10,27,21,6, 23 of ¥
m _ YD)G)(B)

Z(a+d)(b+eé c—l—f)

\ o W (H)(C)(F)
inpu§5 227996 11 of W

22,26

round inputs 21,25 O

THEN Lg% 1..64 hard DC

0
=you —5-11_] 64.. easy!

O.:_é?p Aefr, L+ product pty!

D(2)=28

[4

0
71 G=M+Q |&g

10,6

D(3)=24

H = N+R

Av,



Experiments — 3 different Boolean Functions
Attack works with P = 2-8 for any Boolean function.

. rounds| 8 | 16 | 24 | 32 [/40 48 | 56 | 64
* typical proba |2 230|248 [5~6TA =T 2-’7@5 7—7.99]>—8.00[>—8.00
" rounds| 8 | 32 | 128 /2,04\8\
very wea proba 1—T.T[9=30[9=35 2——7.7
S rounds| 8 16 / 24 32 40 48 56 64
tronger proba |2 353 (2151 [g 798|250 =800 [ =800 8003 =50

"



Experiments — 3 different Boolean Functions
Attack works with P = 2-8 for any Boolean function.

) rounds| & 16 24 32 40) 48 56 64
* typical proba [2- 2302 482[3 64 [y —TTT [3 =795 [3—T99 8 [;—8M
* very weak
. St rounds 8’/, 16 24 i ¥ 40 48 56 64
ronger proba 2—71.53 2—7.51 2—7.98 2—8.00 2—8.00 2-8.00 2—8.00 2—8.00

 the curve initially DOES decrease exponentially,
-3 HENCE expected HARD to detect [like a backdoor]



Block Cipher Invariants -

Conclusion

Nyberg-Knudsen @Crypto’92:
Provable Security Against Differential Cryptanalysis.

=> ciphers are studied for
avoiding high probability

iterative differentials
Not sufficient.

=> all ciphers should be TESTED nothing
. : detected

for long-term violations > i short

of Markov cipher property un

* e.g. CHAM cipher of ICISC 2019

"



