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DPA Attacks

Right 6 bits Wrong 6 bits



DFA Attacks...

1. Provoke faults in the device,

2. Deduce the key by detailed mathematical
analysis.



DFA Requirements

20H QHHGVY WR EH DEOH WR UX®PWRKMMQVYDP H
WLPHV ZLWK WKH VDPH LQSXWV

7KH LOQSXWV GR 127 QHHG WR EH NQRZQ

WKH\ XVXDOO\ DUH EXW WRGDH ZKHAQ QWK K\HDO
DUMQ DQG \HW WKH NH\ LV IRXQG
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GSM SIM card Authentication

—P > > ’_P/E

no L_e, no data in reply

« RUN GSM ALGORITHM o S ByteS = OXGF Lo
Example: A0 88 0000 10 XX ..oveveeenn.. XX«
CLA INS/ bTothTO 16 bytes random nonce



In Contrast — 3G USIM Cards

No DFA attack, because
e the base station Is authenticated first!

e the SQN should be checked for freshness.

— s0 the card should never accept to do the same
crypto computation twice



In Contrast — MiFare Classic

card ID 32 bits

tag random 32 bits

encr. rdr random + rdr resp. 2x32 bits

tag resp. 32 hits

The reader Is authenticated first !
No DFA attack unless card random repeats

10 Fixed in “MiFare Plus” version (2009).



In Contrast — Bank Cards

Assuming ATC is always incremented => Session Key depends on ATC =>
Impossible to get the same cryptogram twice => DFA is impossible!

ATC ATC
¢ 16 ¢ 16
? ?
IMK 112 : '
o Session Key o
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Conjecture:

Maybe DFA attacks are feasible In practice

only when
the industry uses

BAD PROTOC@

which can be fixed...
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Fault Attacks on Inner Rounds Courtois Jackson Ware

Fault Attacks
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DFA Attacks...

3SDUVBURYRNH )DYOMMWM ROHDWOMNH ORGHO
3DUW[SORLW )DXOWV FU\SWDQDO\VLV WH

&RVW
SDUVZKDW LV KDUG DQG FRVWO\ LV WKH OZC

SDUWUHTXHQWO\ WKH FU\SWDQDO\WVHVW SDU
XVLQJ VLPSOH GLITHUHQWLD® VU HR/UVPROW
FRPSXWLQJ SRZHU

2QH FDQ H[SHFW WKDW WKLV LULXNWRU®J WR



Fault Attacks on Inner Rounds Courtois Jackson Ware

Who WIns?

Attackers or
Defenders?
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Security Evaluation at RFI Global

SHOHWUDWLRQ WHVWLQJ RI HPEHGGHG V
~ VRIWZDUH DWWDFENV

— UHYHUVH HQJLQHHULQJ

— VLGH FKDQQHO DWWDFNV

— SK\WLFDO DWWDFENYV

— HWF

5RXWLQHO\ GRQH DV D SDUW RIHRUPDO F
VXFK DV (09&R 3&, 3('" DQG RWKHU

5), *OREDO KDV HIWUDFWHG QXPHURXV V'

DV\PPHWULF NH\V

— DQG UHV XORSW EMUN KH G
e GXH WR VWULFW QRQ GLVFORVXUH FRQWUDFWYV
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As a Proof Of Concept

5HVXOWY SUHVHQWHG WRGD\ DY HLRODWDHQ
VPDUW FDUG ;;;;;;
EDVHG RQ D PRGHUQ PLFUR FRQWUROC

'H GRW FODLP WKDW WKLY FDUG LWWKH VWV

SURRI RI FRQFHSW ZRUN
VKRZLQJ WKDW '")$ RQ '(6 LV SRVVILEOGW R
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Key Question.
'H GRWQ ZDQW WR WU\ $// SRVVLEOH ZD\V W]

FDQ OHDUQ GLVFRYHU D ZD\ WHRVIHW WKl
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Lab Work (1)

OROWDJH JOLWFK DSSOLHG FORVH WR WK
7ULJIJHUV $75 GHIHQVLYH EHKDYLRXU D
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Lab Work (2)

9(5< 675%$1*(

1RZ HYHQ ZLWKRXWIKWHFDOGWAHKOO UHVHW
WKH GHIHQVLYH EHKDYLRXU SHUYDGHV I}
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Lab Work (3)

‘H KDYH GLVFRYHUHG ZD\V RI GRUDQEHY D@L
DEQRUPDO EHKDYLRXU %87 QRW EBUGQV
GRHY QRW GHWHFW DQ\WKLQJ DEQRUPDO
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Lab Work (4)

)YXUWKHU LQYHVWLIJDWLRQV DEQRI MLRO GRX
QRW GHIHQVLYH EHKDYLRXU LQ D SUHGLF



Lab Work (5)

,Q WKLV zZD\ ZLWK IXUWKHU UHIDWHR® QWVZ
SRVVLEOH WR GLVFRYHU SDUD® HDWHHLGM DG
URXQG ZKHUH WKH FDUG FDUULGY RQ Wk
QRUPDOO\ JLYLQJ D IDXOW\ FLSKHUWH[W
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Lab Work (6)

>
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How Good It Can Get?
UXQV

(>

|

QHYHU GHWHEFYV
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Consecutive Faults?

'RQH FRQVHFXWLYH IDXOWYV
ZLWK SUHFLVH WLPLQJ
DQG FRQVLVWHQW SHUWXUEDWLRQ W\SH
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Lab Work — Any Questions?

PDLAGOMR LG ZDIWHHOREDO FRP
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Part 2.

Cryptanalysis!




Plausible Future of Fault Attacks

'‘RQW WKLQN WKDW /DE ZRUN ZLO@QWHPRR H
%XW SUHFLVHO\ EHFDXVH LW ZLOONRHFRF
REWDLQ IDXOWYV

l UHVHDUFKKDVHGWMBOR\ PRUH BIDIRWMWYV RQ
UHFRYHU WKH NH\ XVLQJ

« OHVV IDXOWYV $1°

e IDXOWYV EXULHG GHHSHU LQVLGH WKH DO

— VRPH FULWLFDO SDUWYV VXFKW VUIR P \_\Q FQJIDNDWV HX
SURWHFWLRQ

e $1' PXFK PRUH FU\SWDQDO\VLYV

— 3DUW ZLOO KDYH WR EHFRPH PXFK PRUH VRS

e« HIDPSOH LQ WKH SUHVHQW ZR WD RBKMHM OHR WVRD QH
GHGLFDWHG.VRIWZDUH
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Related Work

$W &+ (6 ODWWKLHX 5LYDLQ BWNHRMWO\ LPSURYLC
H[SORUHYV |D XODESDnde BbEdd/with statistical treatment:

. Decrypt back 1 round
— look at 4 bits at time (one S-box)

. Check the distribution
of 4 bits in L;g A L'} fault occurred

— Q: is it “more” biased or before
“more” close to uniform? n '

. Square Euclidian Imbalance

—

Ry,

15 15

4 bits

— 6 bits

Rivain’09 results are extremely good,
10-20 faults at L, allow
to recover the full key. Lye

Ry,

16

30 l known ciphertext output l




More CHES 2009

([DPSOHWKH\ QHHG IDXOWYV DW

31

SHPDUMHVH ILIJXUHV DVVXPHG WHKB®WLDW Q)\VHEIRXIL
SHUWXUEDWH MXVW RQEZYZD - FAR LG WAN D WVAH




Fault Attacks on Inner Rounds Courtois Jackson Ware

More CHES 2009

/TKH\ FRQFOXGH WKDW
,) RQH FDQ GRDXOWYV
7+(1 WKH OBRXWGV PXVW EQRRZURWHFWHG

5 =L) PLYWDMN OfW AY FrRUUFFEW LYW
,) O mDAODLD Y
(L Wrl OrAOGCY PAYW = SURWRFWHG

DWW TR A RIS 0DL0O
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Fault Attacks on Inner Rounds Courtois Jackson Ware

More Crle=s 2009

TV HN FROFOAGH W DW
') RQH FDQ GRDXOWYV
7+(1 WKH ORXWGY PXVW EGBRZURWHFWHG

$ ELI PLVWDNH OHW XV FRUUHFW LW

) RQH FD QDX W
7+(1 WKH ODRXWQGV PXVW EH SURWHFWHG

KDW" /HW XV H[SODLQ
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Background

&U\SWDQDO\VLV KDV WZR PDLQ EUDQFKHYV

o Statistical
— Requires a lot of data, processing can be fast

« Algebraic / Logical

— Requires less data, but very hard computational problems arise (NP-
hard problems).

— Brute force is sometimes a FEASIBLE substitute, and the reference
point to improve on.

34



Algebraic Cryptanalysis [Shannon]j

Breaking a « good » cipher should require:

*as much work as solving a system of
simultaneous equations in a large number
of unknowns of a complex type”

[Shannon, 1949]
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Results on DES

Nicolas T. Courtois and Gregory V. Bard:
Algebraic Cryptanalysis of the D.E.S.

In IMA conference 2007, pp. 152-169,
LNCS 4887, Springer.

See also:
eprint.iacr.org/2006/402/
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What Can Be Done ?

Method: ANF-to-CNF + MiniSat algorithm:

Key recovery for 6 rounds of DES.
Only 1 KP (1).

No other attack works with 1 KP.
Method are slightly improved since 2007.

Now we can break 7 rounds with 1 KP...

37



How to Do It?

Key recovery for 6-7 rounds. Only 1 KP.
How to Do It?
« Step 1. Represent DES as a system of equations.

« Step 2. Convert to a SAT problems.
o Step 3. Solve by a SAT solver.

All the steps are non-trivial. Previous research gives
some very good methods to achieve it.

38



Attack: Step 1

One idea:

39

each DES S-box is written as a system of
cubic equations.

Many other methods also work...

Like adding 40 extra variables, much simpler equations (“*/opns method”).

And many other, see IMA 2007 paper...

Free software to generate suitable encodings of DES can be obtained from Nicolas Courtois or
downloaded from www.cryptosystem.net/aes/toyciphers.html




Attack: Step 2

Convert an algebraic system

40

to a SAT problem.

Ready software to do conversion can be downloaded from
WWW.cryptosystem.net/aes/tools.html

Best method here: “local interpolation”.



Attack: Step 3
Solve the SAT problem.

41



3.1. MiniSat 2.0.
Winner of SAT-Race 2006 competition.

An open-source SAT solver package,
by Niklas Eén, Niklas SOrensson,

http://www.cs.chalmers.se/Cs/
Research/FormalMethods/MiniSat/

42



3.2. Ready Software for Windows

Several ready programs to solve SAT
problems are also available on the same
web page:

WWW.Cryptosystem.net/aes/tools.html

43



3.3.
SAT Solvers
In the Cloud

solving SAT
problems
on demand...

commercial
but also for free...

44



Why These Methods

([KHVH PHWKRGY DUH VXLWDEOHHGRID XODW G
DWWDFNV EHFDXVH

1. These are the ONLY cryptanalytic attacks known which
work when the attack disposes of only 1 or a few
encrypted texts

2. They only work for a limited number of rounds, but in fault
attacks precisely the complexity is frequently less than the
whole cipher, because only a part of internal state is
modified.

45
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Our Simulations
ZH SUHVHQW VRPH SUHOLPLQDU\ UHVXOWYV



Fault Model

$W SUHVHQW PRPHQW ZH DVVXPH WKDW Wk
IRU H[DPSOH RQH ELW RU RQH E\WH IOLSSH

(KH DWWDFNHU QHHGY WR HLWKHU

. JXHVV ZKLFK DUH IOLSSHG
. RU FRQWURO YHU\ ZHOO KLV SHUWXUED

47



Basic situation

Example of a fault attack — solve the whole:
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Ignore the Left

solve OR check for consistency :

_I_,

—»Cl

~ N
A
rounds
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1\4-
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Example

QRW GRLQJ DQ\WWKLQJ YHU\N HIFLWLQJ \HW
JOLSSLQJ ELW DIIHFWLQJ 6 ER[ 6 LQ URX:

)IDEWLWK DERXW IDXOW\ FLSKHUWH[WYV Z

LOQIRUPDWLRQ WR UHFRYHU ELWV RI WI
OXFK PRUH IDXOWY DUH QHHGHG BNRHUHFR'Y

<HW KRSH LV QRW ORVW

50

S5HPDUXH WR GLIIXVLRQ LI "(6
LI ZH IOLS ELW LQ URXQG VD\
/H KRSH WR DIIHFW $// 6 ER[HV LQ URX



Diffusion => Less Faults but Harder

I ZH 10OLS ELW LQ URXQG VD\
Z/H KRSH WR DIIHFW $// 6 ER[HV LQ URXQ

6R PD\RHKH ZKROHFRYWHU\ LV SRVVLEOH ZLYV
IDXOW\ FLSKHUWHtWO \7 KUDVIOND RXH IDXOV

&ODIKPHQ LI WKH DWWDFNHU FDQ GAQRGMXVW

51

127 GR LW LQ URXQG HYHQ LI KH FRX
+H VKRXOG PD\EH DLP DW URXQG

'H GRWQ TXLWH JHW WKHUH ZH XVH D X
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The Hardest Case

~

A

rounds

1\ 4
_,CZ
rounds
N_

consistent?
solve for key bits?
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Wanted

(ITLFLHQW DXWRPDWHG VROYHWV DQG RU F
IRU D IHZ URXQGV RI '"(6 $EOH WR KDQG
FRPSOH[ VLWXDWLRQ

,Q RXU UHVHDUFK ZH DUH LQWAHUBDYWHG MJ
EUXWH IRUFH

2XU DWWDFNV LQYROYH JXHVVLVOKHWRPH GHWEUWVYQM RIWXKHU NH\ ELW
FRQWUDGLFWLRQ

- 5XOH RI WKXPE LI ZH JXHVV INMWHIUWNKDQ\ BRXUDFNZLOO EWHEKDWH'(RUBMWH L
- JRU '(6 DWWDFNWU® OONVHR SRVVLEOH ZLOO VWLOO EUHDN '(6 LQ SUDFWLF

JRU QRZ
RXU EHVW DWWDFNV DUH IXO0O NH\ UHFR
YLD VROYLQJ D 6$7 SUREOHP
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Current Attacks

full key recovery
PN
4
+- —C,
rounds
/ \
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| rounds |
/
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Similar Work at UCL Belgium

 ‘“using a single leakage trace”,
e AES and PRESENT

1. “Combining Algebraic and Side-Channel Cryptanalysis
against Block Ciphers”

e  preprint by Mathieu Renauld, Francois-Xavier Standaert
2. “Algebraic Side-Channel Attacks on the AES: Why Time
also Matters in DPA”

«  preprint by Mathieu Renauld, Francois-Xavier Standaert and
Nicolas Veyrat-Charvillon
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Our Results
([DPSOH

'H EUHDN '(6 ZDW®&W\ FLSKHUWH[WYV ZLWK ELWYV I0I

*XHVVLQJ NH\ ELWV 7LPH WR KHFRYHU WKH NH\
2YHUDOO DERXW WLPHY IDVWHU WKDQ EUXWE

+RZHYHU LQ RUGHU WR XVH RQ®@H VM DOHO Q/HBIG WRX )L
D SUHFLVH IDXOW RQ ELWYV PXFK KDUGHU WR

6XUSU4WW DV H[SODLQHG EHIRUH GXMHRWR RRUHLGW

EHLQJ LQYROYHG IDXOW\ FLIKHWWNHQGE ZRUNV
(|[DPSOH

'H %UHDN '(6 EDXMXW\ FLSKHUWH[W ZLWK ELWV IOL.

*XHVVLQJ NH\ ELWYV 7LPH WR KHFRYHU WKH NH\
$ERXW WLPHY IDVWHU WKDQ EUXWH IRUFH

S5HPDWWKH RQO\ LQSXW RI RXU SURJWIP WK H) SODUQRMH{MS KW WWRAY XVHG DW DOO
Note: an exe file to re-run the simulations presented here can be obtained from Nicolas Courtois.

56



More by Brute Force!

KLOH WKHVH DWWDFNV FDQ EH LPSURYHG
WKLY RQH LV DOUHDG\ IHDVLEOH WRGD\

I WKH ')$ DWWDFNHUNRCPEHKWDWLRQV
ZKLFK LV IHDVLEOH IRU DQ\ERG\LRIQNK )
DQG D EXGJHW RI1 VD\ . 86" WKHQ D ID
DOQ\ZKHUH LQVLGH QMWD V IUBROXH) GV

“XVRQH IDXMHGHG
'XH WR WKH IDFW WKDW WKH ODVW '(6 XVH

S7
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Conclusion

$W &+ (6 SLYDLQ VKRZV WKDW

) ROH FDQ GRDXOWYV

/+(1 WKH OBRXWGYV PXVW EH SURWHFWHG (

%XW LQ WKH UHDO OLIH ZLWK VWDQ
WKH DWWDFNHU FDQ RIQ OKN K RISHOW/R
SHU EDUG
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Conclusion

YHZ IDXOWYVY SHU FDUG" 7KLV ZLOO E
+H MXVW QHHGY PRUH FRPSXWHUYV
DQG NH\ UHFR YIHHWD\VZAHOQWBK E H

- DOJHEUDLF DWWDFNV EDVHG RQ H[SHUI
VRSKLVWVYRDWHIHRGW ZDUH

- RU HYHQ VLPSO\ EUXWH IRUFH

LWK MXVYQJOH QDX@QWR | @/IKWMW URXQ G
RQFDUHFRYHU '(6 NH\V IURP VPDU\
SUDFWLFH



